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clear bgp ipv6 external (BGP4+only) . .......... ... .. ....... 1336
clear bgp ipv6 peer-group (BGP4+only) ... .................. 1337
clearipbgp* (BGPonly) . ...... ... .. ... . ... 1338
clearipbgp (IPv4) (BGPonly) ... ... ... ... .. . . . .. 1340
clearip bgp dampening (BGPonly) ... ....... ... ... ... ..... 1342
clearip bgp flap-statistics (BGPonly) . ...................... 1343
clearipbgp (ASN) (BGPonly) . ...... ... ... .. . . i 1344
clearip bgp external (BGPonly) . . . ....... ... .. .. . . . . . . ... 1345
clearip bgp peer-group (BGPonly) . . . . ... ... ... . L L. 1346
clearipprefix-list . .. ... .. . . .. 1347
debugbgp (BGPonly) . .. ... ... . e 1348
distance (BGPandBGP4+) .. ... ... . ... .. 1350
exit-address-family . . .. ... ... ... 1352
ipcommunity-list . . ... ... e 1353
ipcommunity-listexpanded . . . ... ... . . L L 1355
ipcommunity-liststandard . . . ... ... .. . L 1357
ip extcommunity-listexpanded . . . . ... ... ... L. 1359
ip extcommunity-liststandard . . . ... ... ... . . oL 1361
ipprefix-list . . . ... e 1363
ipve prefix-list . ... ... . e 1365
matchas-path . . ........ . . . . . e 1367
match community . ... ... .. .. e 1368
Max-Paths . . . . . e 1370
neighboractivate . . . ... ... . e 1371
neighbor advertisement-interval . .. ... ... ... ... .. ... ... 1374
neighborallowas-in . .. ..... ... ... . ... . . . . . . . 1377
neighbor as-origination-interval . ......................... 1380
neighbor attribute-unchanged ... ........... ... ... ....... 1382
neighbor capability graceful-restart . ... ......... ... ... ..... 1385
neighbor capability orf prefix-list . . .. ....... ... ... ... ... ... 1388
neighbor capability route-refresh. . . . . ..................... 1391
neighbor collide-established . . . .. ......... ... .. .......... 1394
neighbor default-originate . . . . ........ ... ... ... . .. ... ... 1397
neighbordescription. . . .. ... .. .. .. . . . e 1400
neighbor disallow-infinite-holdtime . . . . .. ....... ... ... ..... 1403
neighbor dont-capability-negotiate . . . ... .................. 1405
neighbor ebgp-multihop . . .. ... ... ... . 1408
neighbor enforce-multihop . .. ....... ... ... ... .. ... .. ... 1411
neighborfilter-list. . . .. ... . . ... . . . 1414
neighborinterface . . ... ... ... . . ... . . . . . e 1417
neighborlocal-as . ... ... .. ... ... . . . . . 1419
neighbor maximum-prefix . .. ....... ... ... ... ... ... ... ... 1422
neighbor next-hop-self . . ... ..... ... ... ... .. ... ......... 1425
neighbor override-capability . . . . ......... ... ... . . . . ... .. 1428
neighborpassive . . ... ... ... . . e 1430
neighborpassword . . . .. ... .. .. .. 1433
neighbor peer-group (add aneighbor) . . ........ ... ... ...... 1437
neighbor peer-group (create apeer-group) . .. ... ... 1439
neighborport . . ... ... . . e 1440
neighborprefix-list . . . ........ ... ... . ... . .. .. . ... ... 1443
neighborremote-as . .. ... ... ... ... .. e 1446
neighbor remove-private-AS (BGPonly) ... ....... ... ... ..... 1449
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neighborrestart-time . ... ... ... ... .. . ... . . . ... . 1451

neighborroute-map . . . .. .. .. e 1454
neighbor route-reflector-client (BGPonly) .. .................. 1458
neighbor route-server-client (BGPonly) . . .. . ..... ... ... ... ... 1460
neighbor send-community . . . .. ... ... o oo o 1461
neighborshutdown . . ... ... ... .. . .. ... .. 1465
neighbor soft-reconfigurationinbound . . . . .. ... ... ... ...... 1467
neighbortimers . . . ... .. . .. e 1470
neighbor transparent-as . .. ... ... ... 1473
neighbor transparent-nexthop . .............. .. .. ........ 1475
neighbor unsuppress-map . . . .. ..o vttt it e e 1477
neighborupdate-source . ....... ... ... ... 1480
neighborversion (BGPonly) .. ......... ... ... ... .. . ... ... 1484
neighborweight .. ...... ... . . . ... . . . . . e 1486
network (BGPandBGP4+) . ... ... ... .. .. 1489
network synchronization . ... ....... ... . ... . L L 1492
redistribute (intoBGPorBGP4+) . .. ... ... ... ... .. ... . . ... 1493
restart bgp graceful (BGPonly) ... ... ... ... ... ... . ... .. .. 1495
rouUterbgp . .o e 1496
01U L (= 010 = o 1497
setas-path .. ... e e 1500
setcommunity. . ... 1501
show bgpipv6 (BGP4+only) . . .. .. ... .. . . 1503
show bgp ipv6 community (BGP4+only) . .. ....... ... ... ..... 1504
show bgp ipv6 community-list (BGP4+only) . ................. 1506
show bgp ipv6 dampening (BGP4+only) . . . ........ ... ....... 1507
show bgp ipvé6 filter-list (BGP4+only) . ... ................... 1508
show bgp ipv6 inconsistent-as (BGP4+only) . ................. 1509
show bgp ipv6 longer-prefixes (BGP4+only) ... ............... 1510
show bgp ipv6 neighbors (BGP4+only) . . .. ........ ... ... .... 1511
show bgp ipv6 paths (BGP4+only) . . . ........ ... ... ....... 1514
show bgp ipv6 prefix-list (BGP4+only) . ..................... 1515
show bgp ipv6 quote-regexp (BGP4+only) . .................. 1516
show bgp ipv6 regexp (BGP4+only) . . .. ... ... ... .. . . ... 1517
show bgp ipv6 route-map (BGP4+only) . ........ ... ... ... ... 1519
show bgp ipv6 summary (BGP4+only) .. .......... ... ... .... 1520
show bgp memory maxallocation (BGPonly) ... ............... 1521
show bgp nexthop-tracking (BGPonly) . .. ................... 1522
show bgp nexthop-tree-details (BGPonly) . . ... ............... 1523
show debuggingbgp BGPonly) ... ...... ... .. .. ... ... .... 1524
showipbgp BGPonly) .. ... ... 1525
show ip bgp attribute-info (BGPonly) . .. .................... 1526
showip bgp cidr-only (BGPonly) . ... ........ ... .. .. ....... 1527
show ip bgp community (BGPonly) . ....................... 1528
show ip bgp community-info (BGPonly) . ... ................. 1530
show ip bgp community-list (BGPonly) . . .. .................. 1531
show ip bgp dampening (BGPonly) ... ....... ... ... ... ..... 1532
show ip bgp filter-list (BGPonly) . ......................... 1534
show ip bgp inconsistent-as (BGPonly) . . ... ................. 1535
show ip bgp longer-prefixes (BGPonly) . . .. .................. 1536
show ip bgp neighbors (BGPonly) ... ........ ... ... ........ 1537
show ip bgp neighbors connection-retrytime (BGPonly) . . . . .. ... .. 1540
show ip bgp neighbors hold-time (BGPonly) . ................. 1541
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show ip bgp neighbors keepalive (BGPonly) . ................. 1542

show ip bgp neighbors keepalive-interval (BGPonly) . ............ 1543
show ip bgp neighbors notification (BGPonly) ... .............. 1544
show ip bgp neighbors open (BGPonly) . .................... 1545
show ip bgp neighbors rcvd-msgs (BGPonly) . .. ............... 1546
show ip bgp neighbors sent-msgs (BGPonly) . ... .............. 1547
show ip bgp neighbors update (BGPonly) . ... ................ 1548
showip bgp paths (BGPonly) . ....... ... ... ... ... ... ...... 1549
show ip bgp prefix-list BGPonly). . . . ...................... 1550
show ip bgp quote-regexp (BGPonly) . . . .. ... .. ... ... ... 1551
showipbgpregexp(BGPonly) . ....... ... ... .. ... . ... ... .. 1553
show ip bgp route-map (BGPonly) . . . .......... ... ... .. .... 1555
showipbgpscan (BGPonly) . . ........ ... .. . . . . . . 1556
showip bgp summary (BGPonly). . . ... ...... ... ... .. ...... 1557
showip community-list . .. ....... . ... . .. . .. . 1559
show ip extcommunity-list . .. .......... ... .. . . .. 1560
showipprefix-list . . ... ... . . . . 1561
showipv6 prefix-list .. ..... ... .. .. . . . . . . . . 1562
show ip protocols bgp (BGPonly) ........... ... ... ... ..... 1563
showroute-map . ... ... e 1564
synchronization . . . . .. ... . . e 1565
timers (BGP) . . . . . ... 1567
undebugbgp (BGPonly) .. ... ... ... ... . .. 1569
Chapter 32: RouteMapCommands. . . . . .t vttt v tneenoornoscsosenas 1570
Introduction . .. .. .. ... 1570
matchas-path . .. ... ... .. ... . . 1572
matchcommunity . ... ... ... ... . . e 1573
matchinterface . .. ... ... . . . 1575
matchipaddress . . ... .. . . e 1576
matchipnext-hop .. ..... ... . .. .. . . . e 1578
matchipvbaddress. . ... ... .. . . . .. 1580
matchipvbnext-hop. .. ... ... ... ... . . . ... 1582
matchmetric. . . .. ... . e 1583
matchorigin . . .. ... . . e 1584
match route-type . . . . . .. e 1586
matchtag . ... ... o 1587
FOUTE-MAP . . o e et e e e e e e e e e e e 1588
setaggregator . . . . ... e 1591
setas-path .. ... .. ... 1592
setatomic-aggregate . ... ... ... 1593
setcomm-listdelete . ... ... ... ... . .. 1594
SEtCOMMUNILY . . . . o e 1595
setdampening . ... ... 1597
setextcommunity . . ... ... 1599
setipnext-hop (routemap) .. ........ . i 1601
setipvbnext-hop . . ... ... 1602
setlocal-preference . . ...... ... . . . ... 1603
setmetric . . . . e 1604
setmetric-type . . ... 1606
SetOrigin . . . . e 1607
setoriginator-id . . . . ... 1608
Setlag . . . e e 1609
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setweight. . ... .. e 1610

showroute-map . ... ... e 1611
Chapter 33: Policy-based RoutingCommands . . . . . ... ... ... 1612
Introduction . . . ... .. 1612
application-decision . . . .. ... .. . . . e 1613
debug policy-based-routing . . .. ... ... ... . L 1615
ippolicy-route . . .. ... e 1616
ipvb policy-route . . . ... . e 1618
policy-based-routing. . . .. ... ... ... e 1620
policy-based-routingenable . . .. ... ... ... .. . . . . . ... 1621
showippbrroute . ... ...... .. . . .. .. 1622
showipvbpbrroute . .. ...... ... . ... .. e 1624
showpbrrules . . ... ... .. . . e 1626
showpbrrulesbrief ... ...... . ... . . . . ... . 1631
Chapter 34: VRF-liteCommands .........ccitiiineronenensnnnns 1633
Introduction . . . ... e 1633
address-family . . .. ... ... 1636
address-family ipv4 (RIP) . . .. .. .. . . . 1638
= o 1639
arpopportunistic-nd . . . ... 1641
cleararp-cache . .. ... . . . ... 1643
clearipbgp*(BGPonly) . ...... ... . .. . .. 1645
clearipbgp (IPv4) BGPonly) . ....... ... .. . . .. 1647
clearipriproute. . ... ... . e e 1649
crypto key pubkey-chain knownhosts . . . .. ...... .. ... .. ... .. 1651
default-metric(RIP) . . . . . . . . . 1653
description (VRF) . . . . . . .. . . . 1654
distance (RIP) . . . . . o o i i e 1655
distribute-list (RIP) . ... ... .. . . . . . 1656
EXPOIEMAD . . . ot e e e e e e 1657
fullupdate (RIP) . . .. ... e 1658
httpclientvrf. . . ... . 1659
http vrf . e 1660
IMPOITMAD . . . ot et e e e e e e e 1661
iproutestaticinter-vrf . . . ... ... .. ... 1662
proutevrf . . ... e 1663
iptitpvrf e 1666
VI e e 1667
ipvrfforwarding . ........ ... . . . ... 1668
loghost . ... e 1669
loghostexclude. . . ... ... .. . e 1671
loghost(filter) . . ... .. .. . e 1674
loghosttime . .. ... ... e 1678
max-fib-routes (VRF) . . . . . .. . 1680
max-static-routes (VRF) . . . . . ... e 1682
neighbor next-hop-self . ... ...... ... ... .. ... ... ......... 1683
neighborpassword . . . . ... ... ... 1686
neighborremote-as . .. ... ... ... .. ... e 1690
Network (RIP) . . . . o o e 1693
passive-interface (RIP) . . . ... ... .. . . . 1695
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PING . e 1696

radius-serverhost . . . . . . . ... e 1698
rd (route distinguisher) . . ... ... ... .. ... .. . . . . 1702
redistribute (intoBGPorBGP4+) . .. ... ... ... ... .. . ... . ..., 1703
redistribute (OSPF) . . . . . . . . e 1705
redistribute (RIP) . . . . . . . o e 1707
route (RIP) . . . o o e 1709
route-target . . ... .. e 1710
FOUtEr OSPf & . o o o e e 1712
router-id (VRF) . . .. oo 1714
ShoWw arp ... e e 1715
show crypto key pubkey-chain knownhosts . . . ................ 1717
showhttpclient . . ........ ... . . . . . . . . 1719
showip bgp cidr-only (BGPonly) . ... ....... ... ... .. ....... 1720
show ip bgp community (BGPonly) . ....................... 1721
show ip bgp community-list (BGPonly) . . .. .................. 1723
show ip bgp dampening (BGPonly) . ... ... ... ... .. ... ....... 1724
show ip bgp filter-list (BGPonly) . ......................... 1726
show ip bgp inconsistent-as (BGPonly) . . ... ................. 1727
show ip bgp longer-prefixes (BGPonly) . . .. .................. 1728
show ip bgp prefix-list (BGPonly). . . . ...................... 1729
show ip bgp quote-regexp (BGPonly) . . . .. ... ... ... .. ... 1730
showipbgpregexp(BGPonly) .. ... .. ... ... .. ... ... .. . ... 1732
show ip bgp route-map (BGPonly) . . . . ......... ... ... ...... 1734
showip bgp summary (BGPonly). . ... ...... ... .. ... ....... 1735
showipinterfacevrf . .. ... ... . . . . ... 1737
showipripvrfdatabase . . .. .......... ... .. ... ... .. .. ..., 1739
showipripvrfinterface . . ... ... ... . . ... 1740
showiproute . ...... ... ... i e e 1741
showiproutedatabase . .. ... ..... ... ... ... ... . .. . . . . ... 1744
showiproutesummary . .. ... . i 1747
ShoW ip VI . e 1749
showipvrfdetail ............ ... ... .. .. . . . . ... 1750
showipvrfinterface . .. ... ... . . . .. . e 1751
show running-configvrf . .. ... .. .. ... ... . 1752
snmp-serverhost . . ... ... e 1753
SNMP-SEIVEr VI . e e 1756
SSh e e 1757
sshclient . ... .. . e 1759
sshclientvrf . ... . e 1761
sshservervrf . . .. L e 1762
tacacs-serverhost. . . .. .. .. . e 1763
tepdump .. e 1765
telnet. . ... e 1766
timers (RIP) . . . . . . e 1767
traceroute. . . . . . . . e 1769
version (RIP) . . . . . o e 1770
VE e e 1772
Chapter 35: SD-WANCOMMANdS . ......ccoietteeeneronnnnessnnas 1773
INtroduction . . . ... e 1773
application-decision . . . .. ... .. . e 1775
consecutive probeloss . .. ... e 1777
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debuglinkmon . . ..... ... .. . ... .. 1779

destination (linkmon-probe) . . . . . ... ... ... L 1781
dscp (linkmon-probe) . . ... ... . . . 1783
egress interface (linkmon-probe) . . . . ... ... .. ... . . .. 1784
enable (linkmon-probe) . . . . ... ... . ... 1785
interval (linkmon-probe) . ... ... ... ... ... . . . . . . .. ... .. 1786
ippolicy-route . . . .. e 1787
ip-version (linkmon-probe) . . . .. ... ... . 1789
ipvb policy-route . .. ... .. e 1790
L = 1792
latency . . . e e 1794
linNkmongroup . . . . ... 1796
linkmon probe-history . . . . ... ... .. 1797
linkmonprobe . . . ... . ... ... 1799
linkmonprofile . ......... .. . . . . . . . .. 1801
load-balancing . . ..... .. ... e 1802
member (linkmon-group) . . . . ... ... ... . . e 1803
PKLlOSS . . . o e 1805
Preference . . ... e 1807
sample-size (linkmon-probe) . . . . . ... ... 1809
show debugginglinkmon .. ...... ... ... ... ... ... . . . . . . ... 1810
showlinkmonprobe . . . ... ... . . . . ... 1811
show linkmon probe-history . . . .. ...... ... ... .. . . ... 1814
showpbrrules . . ... .. .. . . e e 1816
showpbrrulesbrief ... ..... ... . . . . . . ... . 1821
size (linkmon-probe) . . .. ... ... .. 1823
source (linkmon-probe) . . . .. ... . 1824
url (linkmon-probe) . ...... ... . . . . ... 1825
PART 4: MulticastApplications . . . . . . ... ittt ittt 1826
Chapter 36: IGMP and IGMP SnoopingCommands . . . . ... ... vvnnn. 1827
Introduction . .. ... .. 1827
cearipigmp . . ..o e e 1829
clearipigmpgroup . .. ... .. . 1830
clearipigmpinterface . . . ... .. ... L 1831
debugigmp . ... e 1832
PIgMP . e e e e 1833
ipigmp flood specific-query . . . ........ ... . ... . . .. 1834
ipigmp last-member-query-count . . . .. ... Lo oL 1835
ipigmp last-member-query-interval . . .. ... ... o L. 1836
ipigmp Maximum-groups . . . . . . . vttt e 1837
IPIgMP MIOULE-PIOXY . & v o v e e e e e e e e e e e e e e e e e 1839
IPIgMP PrOXY-SEIVICE . . . . o i e e 1840
ipigmp querier-timeout . . . ... ... L 1842
ipigmp query-holdtime . . . .. ... .. .. . . 1843
ipigmpquery-interval . . . ... ... 1845
ip igmp query-max-response-time . . . .. ... ... ... oo 1847
ipigmpra-option . . . ... ... e 1849
ipigmp robustness-variable . .. ... ..... ... . . . . . . . .. 1850
IPIgMPSNOOPING . . . . ot e e e e e 1851
ipigmp snoopingfast-leave . .. ... ...... ... . . . .. ... ..., 1852
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ipigmpsnoopingmrouter . ... ... ... ... e 1853

ipigmp snoopiNg QUErIier. . . . . v vt e e e 1854
ip igmp snooping report-suppression . . . . ... ..o 1855
ipigmp snoopingroutermode . . ....... ... .. . 1856
ip igmp snooping source-timeout . . ... ..... ... ... . . ... 1858
ipigmp snooping tcnquerysolicit . . . .. ... ... .. .. L. 1859
ipigmp source-address-check . . .. ...... ... ... . . . . o, 1861
ipigmp startup-query-count . . . ... ... L. 1862
ipigmp startup-query-interval .. ........ ... . . . ..o ... 1863
ipigmptrusted . ... ... ... e 1864
IPIgMP VEISION . . . e e e e 1865
showdebuggingigmp . ...... ... ... ... 1866
showipigmpgroups . . .... .. i 1867
showipigmpinterface ... ........ ... ... . .. . . ... ... 1869
ShowW ipigmp ProxXy . .. ..o e 1871
Show ip igmp proxy groups . . . . .. oottt e 1872
show ipigmp snoopingmrouter . ... ............. .. ... ..., 1874
show ip igmp snooping routermode. . . . ...... ... .. ... ... ..., 1875
show ip igmp snooping source-timeout . .................... 1876
show ip igmp snooping statistics . . . . .......... ... ... ... ... 1877
undebugigmp ... e 1879
Chapter 37: MLD and MLD SnoopingCommands . . . . . . v v et v vt v eennenes 1880
Introduction . . . .. .. 1880
clearipvemld . .. ... . . 1882
clearipvémldgroup . . . ... .. .. e 1883
clearipvémldinterface . ... ... .. . ... .. 1884
debugmlid . . ... . . e 1885
PVOMId . . e 1886
ipv6 mld last-member-query-count . ... ... ... .. .. ... ... ... 1887
ipv6 mld last-member-query-interval . . ... ...... ... ... .. ... 1888
ipvé mld querier-timeout . . . . ... ... . 1889
ipvé mld query-interval . ... ... ... .. .. . e 1890
ipv6 mld query-max-response-time . . .. ...... . ... 1891
ipv6 mld robustness-variable . ... ......... ... . . . . ... . ... 1892
ipvomldsnooping . ... ... e 1893
ipv6 mld snooping fast-leave . ........... ... .. ... ... ... .. 1895
ipv6 mld snooping mrouter . . ... ... ... ... 1896
ipv6 mld snooping querier . . . ... .. e 1898
ipv6 mld snooping report-suppression . . . ... ... 1899
ipvé mld ssm-mapenable . ........... ... . . . . . . ..o .. 1901
ipvé mld static-group . . ... ... e 1902
ipvemld version .. ... ... .. 1904
showdebuggingmld .. ....... ... .. ... . 1905
showipvbmldgroups . . . . ... 1906
showipvemidinterface. . . .. ... .. ... .. ... . ... 1907
show ipv6 mld snoopingmrouter ... ...................... 1908
show ipv6 mld snooping statistics . ... ..................... 1909
Chapter 38: MulticastCommands . . . . . . v vt i vt ittt it ecnnosonas 1910
Introduction . .. .. .. ... 1910
clearipmroute . ... ... e 1912
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clearipmroute statistics .. ... ... ... . ... .. e 1914
clearip multicastroute .. ... ... ... . . . .. .. ... 1915
clearipvbmroute . . . ... . e e 1916
clearipvé mroute statistics . . . .. ... ... .. ... e 1917
debugnsm . . ... 1918
debugnsmmecast. . . ... ... e 1919
debugnsmmcastd . . .. ... 1920
PMIOULE . . . e e e e 1921
ip multicast handle-igmp-immediately ... ................... 1923
ipmulticastroute . . . . ... ... e 1924
ip multicastroute-limit . . ... ... ... .. ... . . . . . . 1926
ip multicast wrong-vif-suppression . .. ....... ... ... .. . ... .. 1927
ipmulticast-routing . . ... ... e 1928
PVOMIOUTE . . . .t e e e e e 1929
ipvé multicastroute . ... ... ... .. e 1931
ipv6 multicast route-limit . . .. .......... ... . . . .. ..., 1934
ipvé multicast-routing . . . . . . ... 1935
multicast . ... ... e 1936
platform multicast-ratelimit .. ............ ... ... . ........ 1937
showdebuggingnsmmcast . . ......... ... .. . . . . . . ... 1938
showipmroute . ... .. . e e 1939
showipmvif . ... e 1942
showiprpf . .. 1943
showipvemif ... ... .. ... . . .. 1944
showipvbmroute . . ...... ... i e 1945
show ipv6 multicastforwarding . . ... ...................... 1947
Chapter 39: PIM-SMCommands . . . ..ttt t vt vt nneeseronessessnses 1948
Introduction . . . ... .. 1948
clearip pim sparse-mode bsrrp-set* . ... ... ... ... ... .. .. ... 1950
clear ip pim sparse-mode packet statistics . . .................. 1951
clearip mroute pimsparse-mode . . . ... ... ... . e 1952
debugpimsparse-mode .. ... ... ... e 1953
debug pim sparse-mode timer .. ....... ... . . . . . . . .. 1954
IPPIMANYCASt-IP . . . oo e e e e e e 1956
ippimbsr-border . . ... .. .. 1957
ippimbsr-candidate . . . ... ... .. e 1958
ip pim cisco-register-checksum . . . .. ... .. ... ... ... ... 1959
ippimcrp-cisco-prefix . . .. ... .. e 1960
ippiMmdr-priority . . ... .. e 1961
ippimexclude-genid .. ...... ... .. . . . . . e 1962
ip pim ext-srcs-directly-connected . . . .. ... ... Lo L. 1963
ip pim hello-holdtime (PIM-SM) . . . . . ... ... ... . . ... .. 1964
ip pim hello-interval (PIM-SM) . . . ... ... ... .. . . .. ... 1965
ip pimignore-rp-set-priority . . .. .. ... ... ... . 1966
ippim jp-timer. . . ... e e 1967
ip pim register-rate-limit .. ........ ... . . . . . . . . 1968
ip pim register-rp-reachability . . ... ... ... .. .. L. 1969
ip pimregister-source . . . ... ... .. 1970
ip pim register-suppression . . ... ... 1971
ippimrp-address . . . ... ... 1972
ippimrp-candidate . ... ... ... .. .. . e 1974
ippimrp-register-kat ... ...... ... .. . . . e 1975
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ippimsparse-mode . .. ... 1976

ip pim sparse-mode join-prune-batching. . . .. .......... ... ... 1977
ip pim sparse-mode Passive . . . ..o it e 1979
ip pim sparse-mode wrong-vif-suppression . . ................. 1980
ippimspt-threshold . . . ........ ... ... ... ... . . . ... ..., 1982
P PIM SSM . e 1983
SEIVICE PIM . . ot e e e e e e 1984
show debugging pimsparse-mode . . ............ ... ....... 1985
show ip pim sparse-mode bsr-router ... .................... 1986
show ip pim sparse-modeinterface . ....................... 1987
show ip pim sparse-mode interfacedetail .................... 1989
show ip pim sparse-mode local-members ... ................. 1990
show ip pim sparse-modemroute . ... ..................... 1991
show ip pim sparse-mode mroutedetail . .................... 1993
show ip pim sparse-mode neighbor . . .. .................... 1995
show ip pim sparse-modenexthop . ....................... 1997
show ip pim sparse-mode packet statistics . . .. ................ 1998
show ip pim sparse-moderp-hash ... ...................... 1999
show ip pim sparse-moderpmapping . ........... ... . 2000
undebugall pimsparse-mode . . . ...... ... ... . . . 0. 2001
Chapter 40: PIM-SMv6Commands . ........coottiieveesooencessns 2002
Introduction . .. ... .. 2002
clearipvbmroute pim . . ... ... 2005
clearipvé mroute pimsparse-mode . . ........ .. . . ... 2006
clearipv6 pim sparse-mode bsrrp-set* . . . ... ... ... ... .. . ..., 2007
debugipvb pimsparse-mode . ... ... .. ... 2008
debug ipvé pim sparse-mode packet ... ...... ... .. . . . ..., 2010
debug ipvé pim sparse-modetimer . ... ...... ... . . .. ... 2011
IPVO PIM anyCast-rP . . . . o oot e 2013
ipv6 pimbsr-border . . ... ... 2015
ipvé pimbsr-candidate .. ... . ... .. ... . .. . 2017
ipv6 pim cisco-register-checksum . ... ..................... 2019
ipv6 pim crp-cisco-prefix . ... ... ... . . . . e 2020
ipve pimdr-priority . . . . . .. e 2021
ipv6 pimexclude-genid . . . . ... ... ... e 2023
ipv6 pim ext-srcs-directly-connected . .. ... ... L L. 2024
ipv6 pim hello-holdtime . . ... ....... ... ... ... .. ... .. ... 2025
ipv6 pim hello-interval . . . . ...... ... .. . . . . e 2027
ipv6 pim ignore-rp-set-priority . . ... . ... ... . e 2028
PV pim jp-timer . . . . . . e e 2029
ipv6 pim neighbor-filter . . . . ... ... ... .. . . . . L 2030
ipv6 pim register-rate-limit . . . ... ... ... .. . 2031
ipv6 pim register-rp-reachability ... ......... ... .. ... ... ..., 2032
IPV6 PIM register-source . . ... ... ..t i it 2033
ipv6 pim register-suppression . . . . .. ... e e 2034
ipvb pimrp-address . ... ... e 2035
ipv6 pimrp-candidate . . . .. ... ... e 2037
ipvé pimrpembedded ... ... ... .. ... . 2038
ipvé pimrp-register-kat . . . . ... ... .. 2039
ipvb pimsparse-mode . . . . .. ... e 2040
ipv6 pim sparse-mode Passive . . . . . .ot i i e 2041
ipv6 pim spt-threshold . . . . ... ... ... ... ... . . . ... ... .. 2042
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IPVO PIM SSM & . o o e e e e e e 2043

ipv6 pimunicast-bsm . .. ... ... 2044
SErVICEPIMBG . . . e e e 2045
show debugging ipv6 pim sparse-mode . .. .................. 2046
show ipv6 pim sparse-mode bsr-router . . .. .................. 2047
show ipv6 pim sparse-modeinterface . . . .. .................. 2048
show ipv6 pim sparse-mode interfacedetail . . ... .............. 2050
show ipv6 pim sparse-mode local-members . . . .. .............. 2051
show ipv6 pim sparse-modemroute . . .. .......... ... 2052
show ipv6 pim sparse-mode mroutedetail . . . . ................ 2054
show ipv6 pim sparse-mode neighbor . ... .................. 2056
show ipv6 pim sparse-modenexthop . .. .................... 2057
show ipv6 pim sparse-moderp-hash .. ..................... 2058
show ipv6 pim sparse-moderpmapping . . . .. ... .. ... 2059
show ipv6 pim sparse-moderpnexthop . .................... 2060
undebug all ipv6 pim sparse-mode . . .......... ... . ... ..... 2062
undebugipv6 pimsparse-mode . .......... ... ... ..., 2063
PART 5: AccessandSecurity. ... ... ..ottt ittt ittt 2065
Chapter 41: TrafficControlCommands . ..........ccctiiiieneennnns 2066
Introduction . . ... ... .. . e 2066
class(htb) . . .. ... e 2068
class (priority) . . ... e 2070
Class (WIT) . o vt e e 2072
debug traffic-control . . . .. ... .. ... ... . 2074
interface (traffic-control) . ... ....... ... ... .. .. ... ......... 2075
interface dynamic-virtual-bandwidth . ... ................ ... 2077
I3-filteringenable . . . . ... .. ... e 2079
move rule (traffic-control) . .. ..... ... . . . ... 2080
policy (traffic-control) . ... ... ... .. .. ... . . .. . ... 2081
FEA-CUIVE . . e e 2083
rule (traffic-control) . . . . . ... ... .. ... 2085
show debugging traffic-control . . . .. ........ ... ... ... ..... 2087
show running-config traffic-control . .. ..................... 2088
show traffic-controlcounters . .. ........ .. ... .. ... .. ..... 2090
show traffic-controlinterface ... ......................... 2092
show traffic-controlpolicy . .......... ... .. .. .. ... ....... 2094
show traffic-controlred-curve . . . ... ... ... ... . ... .. ..., 2096
show traffic-control rule config-check . . . .. .................. 2098
show traffic-controlrule . . . . ... ... .. .. ... 2099
show traffic-control . . ... .. ... ... .. ... . 2100
sub-class(htb) . .. ... ... . . . . 2101
sub-class (priority) . ... ... . 2103
SUD-CIasS (WIT) . o o o e e e e e 2105
sub-sub-class(htb) . . ... ... ... ... .. ... . 2107
sub-sub-class (priority) . ....... ... . .. e 2109
sub-sub-class (Wrr) . ... .. 2111
traffic-controlenable. . . . ... .. ... .. .. L 2113
trafficccontrol . . ... ... .. 2114
Chapter 42: 802.1XCommands . ... ...ttt enes 2116
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Introduction . . . .. . . . e 2116

dotIxaccounting . . . . .o it e 2118
dotlxauthentication. . . . ...... ... . .. . 2119
debugdotlx . ... ... . e 2120
dotIx control-direction . . .. ...... .. . .. ... .. 2121
dOtIX AP . . vt e e e 2123
dotlxeapol-version . .. ... ... ... . . .. ... e 2124
dotlxinitializeinterface. . . . . . ... ... .. .. . .. . 2125
dotlIxinitialize supplicant ... ..... ... ... ... ... .. . . . . . . . ... 2126
dotlxkeytransmit . . ... ... ... .. ... e 2127
dotlxmax-auth-fail ............ . ... . ... .. .. . . . . ... ... 2128
dotlxmax-reauth-req . ... ... ... ... .., 2130
dotlxport-control . ... .... ... .. . . . . . ... 2132
dotlxtimeouttx-period. . ... ... ... .. ... . .. 2134
showdebuggingdotix . ......... .. ... ... .. . . . . 2135
ShowdotTX . . .o oo e e 2136
showdotIxdiagnostics . . . ....... .. ... 2139
showdotlIxinterface. . . . ...... .. . ... 2141
show dot1x sessionstatistics . . .. ........ ..., 2143
show dotlx statisticsinterface. . . .. ....................... 2144
showdotIxsupplicant . . ....... ... ... ... 2145
show dot1x supplicantinterface ................ ... ....... 2147
undebugdotlx . ... .. . . e 2149
Chapter 43: AuthenticationCommands . . . . . .. .. ittt i ittt 2150
Introduction . . . ... ... ... e 2150
authauth-failvlan .. ...... ... ... ... . ... .. ... . ... . ... 2154
authcritical . . . . ... 2156
auth dhcp-framed-ip-lease . . . . ....... ... ... ... . . ... .. ... 2157
auth dynamic-vlan-creation .. ........ ... ... ... . ... ... .. .. 2159
authguest-vlan . .. ... ... .. . . . 2161
authguest-vlanforward . . . .. ... ... ... . L 2163
authhost-mode . . . . ... . . 2165
authlog . . . .o e 2167
authmax-supplicant . . . .. ... ... . . . . e 2169
auth max-supplicanttagged-vlan .. ....................... 2171
auth max-supplicantuntagged-vlan . . . . . ................... 2173
auth multi-vlan-session . . .. ...... .. .. . .. ... .. 2175
auth priority . .. oo e e 2176
auth profile(global) .. ........ ... ... ... . . .. . . ... 2178
auth profile (interface) . . . . ........ ... .. .. . .. . . 2179
auth reauthentication . .. ........ ... ... ... .. . . . . . 2180
auth roaming disconnected . ... ........ ... ... .. ... .. ..... 2181
authroamingenable. . . .. ... ... ... ... . 2183
authsupplicant-ip . . ...... ... . . . . . e 2185
authsupplicant-mac . . . ... .. . e 2187
auth timeout connect-timeout . ... ......... ... . . ... 2190
auth timeout quiet-period . ... ... ... ... . ... .. . . . e 2192
auth timeoutreauth-period . ... ........ ... ... ... .. .. ..., 2193
auth timeout server-timeout . . . ... ...... .. ... .. ... . ... 2195
auth timeout supp-timeout ... ........ ... ... . ... ... ..., 2197
auth vlan-restriction . . . . ... ... . . . .. e 2198
authtwo-stepenable .. ...... ... . . .. ... e 2200
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authtwo-steporder . . ....... .. . . .. e e 2202

auth-macaccounting . . ...... ... . .. 2204
auth-macauthentication . . . .......... ... . . . . . 2205
auth-macenable ... ....... . . . . ... 2206
auth-macmethod . .......... . . . . .. ... 2208
auth-macpassword . ... ...... ... . ... ... 2210
auth-macreauth-relearning .. ......... ... .. . . e 2211
auth-macstatic . ....... .. . . 2212
auth-macusername . . . ... ... ittt 2213
auth-webaccounting . ......... . . ... ... 2214
auth-web authentication . . . .......... ... ... ... .. . . .. ... 2215
auth-webenable .. ..... ... ... . .. . . . .. . .. 2216
auth-webforward . .......... ... ... .. .. .. .. ... 2218
auth-web idle-timeoutenable . . . . ... ... ... .. 2221
auth-web idle-timeouttimeout . . ... ....... ... .. . . . . ... 2222
auth-web max-auth-fail . .. ........ ... ... ... ... ... ... ... 2223
auth-webmethod . . ....... .. . . . . ... 2225
auth-web-serverdhcpipaddress . .. ........... ... ... .. ..... 2226
auth-web-serverdhcplease .. ... ... . ... ... . ... .. . . . ... 2228
auth-web-server dhcp-wpad-option . . . . ........ ... .. ........ 2229
auth-web-serverhost-name . .. ....... ... ... . . . . . . ... 2230
auth-web-serverintercept-port . . . ... ... ... . 2231
auth-web-server ip-conflict-prefer-newer-supplicant . ... ......... 2232
auth-web-serveripaddress . . . . ... ... ... e 2233
auth-web-server pagelanguage ........... ... ... . . . ... ... 2234
auth-web-serverlogin-url . . . . .. ... ... 2235
auth-web-serverpagelogo . ....... ... . ... ... i, 2236
auth-web-server pagesub-title . . .. ..... ... .. .. .. .. . . L. 2237
auth-web-server page suCCess-Message . . . . ... ..o v vwnnnnn 2238
auth-web-serverpagetitle . . .. ... ... ... L o 2239
auth-web-server page welcome-message . . .................. 2240
auth-web-server ping-pollenable . ........................ 2241
auth-web-server ping-poll failcount . . . ..................... 2242
auth-web-server ping-pollinterval . . ... .................... 2243
auth-web-server ping-poll reauth-timer-refresh ... ... .......... 2244
auth-web-server ping-poll timeout. . . .. ...... ... ... ... ..... 2245
auth-web-server ping-polltype . . . . .. ... ... 2246
auth-web-serverport . .. .... .. .. ... ... 2248
auth-web-server redirect-delay-time ... .................... 2249
auth-web-serverredirect-url . . .. ... ... ... ... 2250
auth-web-serversession-keep . . . . . ... ... o o 2251
auth-web-serverssl. . . ... ... . .. . e 2252
auth-web-server sslintercept-port . . .. .......... .. .. ....... 2253
auth-web-servertrustpoint. . . . . .. ... ... 2254
copy proxy-autoconfig-file . . . . ... ... ... . ... . . . 2256
copy web-auth-https-file . ... ... ... ... ... . . . . 2257
description (auth-profile) . ... ... ... .. .. ... ... .. . .. 2258
erase proxy-autoconfig-file. . . . ... . ... . L L L. 2259
erase web-auth-https-file . . . . .. ... ... .. ... ... . . . . 2260
showauth .. ... . e 2261
showauthdiagnostics . . . . ... ... . . e 2262
showauthinterface ... ....... ... . . . . ... . . . . . i 2263
show auth sessionstatistics . . . .. ......... ... ... ... . ... .. 2265
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show auth statisticsinterface . ... .. ... ... ... .. . . . . . . ... ... 2266

showauthsupplicant .. ......... .. ... ... .. .. . . . . . .... 2267
show auth supplicantinterface . .......................... 2270
show auth two-step supplicantbrief . . . ... .................. 2271
show auth-web-server. . . . ... ... . L 2273
show auth-web-serverpage ... ....... ... ... ... . .. . .. . ... 2274
show proxy-autoconfig-file. . . . ... ... ... ... ... .. .. .. ..... 2275
Chapter 44: AAACOMMANdS . . .t vttt vttt vt neennssosenossonsas 2276
Introduction . . . ... e 2276
aaaaccountingauth-mac. . ........... ... e 2278
aaaaccountingauth-web . . . . ... ... ... 2280
aaaaccountingcommands . . . .. ... e 2282
aaaaccountingdotlx . .. ... . e 2284
aaaaccountinglogin. . . ... ... . . . 2286
aaaaccountingupdate . ... ... 2289
aaa authentication 2fa-registration defaultgroup . .............. 2291
aaa authenticationauth-mac .. ......... . ... ... ... ..., 2293
aaa authenticationauth-web . ... ... ... .. L o L 2295
aaa authenticationdotTx . .. ... ... ... ... .. . . . 2297
aaa authentication enable default group tacacs+ . .............. 2299
aaa authentication enable defaultlocal . . ... ................. 2301
aaa authenticationisakmp . .. ... ... ... 2302
aaa authenticationlogin . ... ... .. ... ... .. . .. 2303
aaa authenticationopenvpn . . . . ... ... e 2306
aaa authorizationcommands . .. ........ .. ... .. . ... . ... 2308
aaa authorization config-commands. . . . .................... 2310
AAAGIOUP SEIVEL & . i v e e e e e e e e e e e e e e e e e e 2311
aaa local authentication attempts lockout-time. . . ... ........... 2313
aaa local authentication attempts max-fail . . ... ............... 2314
aaaloginfail-delay . ....... ... .. . . . . . . . 2315
accountinglogin . .. ... ... e 2316
authorizationcommands . . . . ... ... 2317
clearaaalocaluserlockout . . . ........... ... ... . . . . 2319
debugaaa ........ . ... e 2320
loginauthentication . . ... ...... ... ... . . . . . . . e 2321
ProXY-POMt . o o e e 2322
radius-SECUIE-ProXy @@ . . « v v v v vt v et et e e e e e e e 2323
server (radsecproXy-ada) . . . v v v v v v it e 2324
server mutual-authentication . .. .......... ... ... .. ... . ... 2326
servername-check . . ... .. .. ... 2327
servertrustpoint . . .. ... e 2328
showaaalocaluserlocked . .. ........ ... .. ... .. ... ....... 2330
Show aaaservergroup . . ... ... ...t 2332
showdebuggingaaa. . ........ .. ... ... .. e 2333
show radius servergroup . . . . . . it e e 2334
undebugaaa . . . ... . e 2336
Chapter 45: Lightweight Directory Access Protocol (LDAP) Commands ...... 2337
Introduction . .. .. .. 2337
authentication (Idap-server) . ... ... .. .. .. .. .. . . . 2339
base-dn . . ... .. 2341
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bind authenticateroot-dn . . ... ... ... . .. .. ... 2342

deadtime (Idap-server) . . ... ... . . . .. .. e 2343
debugldapclient . . .. ... ... . . 2344
group-attribute . . ... ... 2346
groupP-dNn . .. e e e 2347
host (Idap-server) . . . .. ... e 2348
Idap-server . ... ... e 2350
login-attribute . . . . . ... . e 2352
port (Idap-server) . . ... i e 2354
retransmit (Idap-server) . . ... ... . . . 2355
search-filter. . .. ... .. . . e 2356
secure cipher (Idap-server) . . . ... ... . . . . e 2358
secure mode (Idap-server) . ... .. ... . ... 2360
secure trustpoint (Idap-server) ... ... ... .. . . . ... ... 2362
server (Idap-group) . . . . o o oo e 2363
show ldapservergroup . . . ... .. i e 2364
timeout (Idap-server) . . ..... ... .. e 2366
Chapter 46: RADIUSCommands . . . . ...t i ittt tneeeonsasocnnnnss 2367
Introduction . .. .. .. ... 2367
auth radius send nas-identifier . ............ ... ... ... .. .... 2368
authradius send service-type . . ... ... ..o e 2369
clear radius dynamic-authorizationcounters .. ................ 2370
deadtime (RADIUS servergroup) . . . .« oo v vt it i e e e e 2371
debugradius . . . ... .. e 2372
ipradiussource-interface . . . . . ... ... L 2373
radius dynamic-authorization-client . . . . .. ........ ... . ...... 2374
radius-serverdeadtime . ... ... ... ... 2375
radius-serverhost . . . . . .. ... e 2376
radius-serverkey . . ... .. 2380
radius-serverretransmit . . . .. .. ... 2381
radius-servertimeout . ... ... .. .. ... ... 2383
server (RADIUS servergroup) . .. ..o oo i ittt i i 2385
showdebuggingradius . . . ...... ... .. 2387
showradius . ... .. e e 2388
show radius dynamic-authorizationcounters . . ... ............. 2391
undebugradius . ... ... e 2393
Chapter 47: Local RADIUSServerCommands . .. ... ..ot vteteconsans 2394
Introduction . .. .. .. ... 2394
attribute (radsrv-grp) . . . ..o 2396
authentication . . . . . ... . . e 2398
client (radsecproXy-srv) . . ..o i i i e e e e 2399
client mutual-authentication . ............... ... ... ...... 2401
clientname-check . ....... ... .. . . ... . . .. 2402
clienttrustpoint . . . . ... ... .. e 2403
clear radius local-server statistics . . .. .......... .. .. ........ 2404
copy fdb-radius-users (tofile) . ............. ... ... ... . .... 2405
copy local-radius-user-db (fromfile) . . .. .................... 2407
copy local-radius-user-db (tofile) . . . .. ... ... ... .. ... .. . ... 2408
crypto pkienroll local (deleted) . . .. ... ... ... .. ... ....... 2409
crypto pki enroll local local-radius-all-users (deleted) . . ........... 2410
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crypto pki enroll localuser (deleted) . . . . .................... 2411

crypto pki exportlocalpem (deleted) ... ........ ... ... ... .... 2412
crypto pki export local pkcs12 (deleted) . .......... ... ... ... 2413
crypto pki trustpoint local (deleted) . .. ......... .. ... .. ..... 2414
debugcryptopki(deleted) . . . ... ... ... 2415
domain-style . . . .. ... 2416
egress-vlan-id (radsrv-grp) . . . ... 2417
egress-vlan-name (radsrv-grp) . . . . . ... 2418
group (radsrv) . ..o e e e 2419
DS o i e e e e e e e e e e e e e e 2420
helpradius-attribute . . . . . ... ... ... 2421
radius-secure-proxy local-server . .. ....... ... ... .. ... .. ... 2423
radius-serverlocal ... ... ... . . . ... . e 2424
serverauth-port . . .. ... ... . e 2425
serverenable. . . ... e e 2426
show radius local-servergroup . ... ......... .. ... 2427
showradius local-servernas . ... ....... ... .. .. ... 2428
show radius local-server statistics . . . . . ..................... 2429
show radius local-serveruser ... ....... ... . . . .. 2430
USEr (Fadsrv) .. o e e 2432
vlan (radsrv-grp) . . . ..o e e 2434
Chapter 48: Two-factor Authentication (2FA)Commands ............... 2435
Introduction . . ... ... .. . e 2435
2faallow-reuse . ... ... . . . . e 2437
2€acreateuser . . . .. e 2438
2facreateuseremail . ... ... .. ... 2440
2facreateuserskip-2fa . ...... ... . ... e 2441
2fadeleteuser . . ... ... . e 2442
2fa email-expiry-time . .. ... ... e 2443
2faemail-otp . . ... .. e 2444
2faemail-template . . ... ... .. . e 2445
2faexportuser-data . .. ..... .. ... e 2447
2fa hotp-window-size . . ... ... .. . . ... 2448
2faimport user-datasource . .......... ... .. ... 2449
2faissUer . ... e 2451
2falabel . . . .. 2453
2famax-skew . ... ... e 2455
2faradius-email-attribute . . . . .. ... ... 2456
2fa reject-unconfigured-users . . . ... ... ... . . 2458
2faresetscratch-codes . .. ........ .. ... .. ... . ... ... 2459
2faresetskew . ... ... 2460
2faskewadjust . . ... .. 2461
2fatotp-window-size . . ... ... ... 2463
2fa self-registrationport . . ........ .. ... . ... ... 2464
aaa authentication 2fa-registration defaultgroup . .............. 2466
debug2fa. .. ... . . ... 2468
email-attribute (Idap-server) . . . ... ... . ... e 2469
service 2fa ... 2470
show 2fa . . .. 2472
show 2faemail-template . ... ... ... ... ... . . . . . . . 2473
show 2fauser ... .. ... .. ... e 2474
show 2fausers . . ... ... e 2476
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showdebugging2fa . . ...... ... ... . ... . 2477

undebug 2fa . . ... 2478
Chapter 49: Public Key Infrastructure and CryptoCommands ............ 2479
Introduction . ... ... e 2479
cryptokeygeneratersa . . ... .. e 2481
cryptokey zeroize .. ... e 2482
crypto pkiauthenticate . .. ... ... ... .. . 2483
cryptopkienroll . . .o e 2484
cryptopkienrolluser ... ... . 2485
crypto pkiexportpem . . ... 2487
cryptopkiexport pkes12 . .. ... e 2488
cryptopkiimportpem . . . ... L 2490
crypto pkiimportpkes12 . ... ... e 2492
cryptopkitrustpoint . . . ... 2493
enrollment (ca-trustpoint) . ......... ... ..... .. . . ... . .. ... 2494
fingerprint (ca-trustpoint) . .......... ... . . .. ... 2495
no crypto pkicertificate . . . . ... ... L 2497
rsakeypair (ca-trustpoint) . . .. ... ... . e 2498
show crypto key mypubkeyrsa ... ....... ... ... ... . .. 2499
show crypto pki certificates .. ......... ... ... ... ... . ..... 2500
show crypto pkienrollmentuser ... ........ ... ... . ........ 2502
show crypto pkitrustpoint . .. ........... .. ... 2503
showhash . ... .. . .. . . . . . 2504
subject-name (ca-trustpoint) . . . . ... ... 2505
Chapter 50: TACACS+Commands . .....ctvevvvennsroscnccnonsas 2507
Introduction . .. ... . ... 2507
aaa authorizationcommands .. ... ..... ... ... . . . . . . 2508
aaa authorization config-commands. . . . .................... 2510
authorizationcommands . . . . ... ... .. e 2511
iptacacssource-interface . . . ... ... ... e 2513
Showtacacs+ . . ..o i ittt e e 2514
tacacs-serverhost. . . . ... ... e 2516
tacacs-Serverkey . .. ..ot e e 2518
tacacs-servertimeout ... ... ... ... ... e 2519
PART 6: High Availability ................iiiiiiiiiiin.. 2520
Chapter 51: High AvailabilityCommands . . . ... ............ ... ..... 2521
INtroduction . . . ... e 2521
haassociate . .. ... . i e 2522
wan-bypass (interffacemode) . .. ........ ... . ... . ... ... 2524
Chapter 52: VRRPCommands ........ccoitvteeeeonsosocncansas 2525
Introduction . . ... ... . . . e 2525
advertisement-interval . .. ..... ... .. ... . .. . . 2527
alternate-checksum-mode . .. ... .. ... ... ... . .. 2529
circuit-failover . . . ... L 2530
debugvrrp . .. e 2533
debugvrrpevents . . ... ... 2534
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debugvrrppacket . ... .. .. .. 2535

disable (VRRP) . . . . . . e e 2536
enable (VRRP) . . ... i e e 2537
preempt-mode . .. ... e 2538
PHOMtY . . o o e 2540
routeripvé vrrp (interface) . .. ... ... . . . 2542
routervrrp (interface) . ... ... .. e 2544
showdebuggingvrrp . ... ... 2546
show running-config routeripvevrrp . . . ......... .. .. ... .. 2547
show running-configroutervrrp . ... ... ... ... . . . . 2548
SHOW VITP . . e e e 2549
SNOW VITP COUNTENS . . . o o oo e e e e e e e e e e e 2551
ShOW VITPIPVE . . . o 2554
show vrrp (session) . . . . . . . . o i e 2555
transition-mode . . . . ... e 2556
undebug vrirp ... 2558
undebugvrrpevents. . . .. ... 2559
undebugvrrppacket ... ... e 2560
virtual-ip .. e 2561
virtual-ipvl . . . e 2563
VITPVIMAC © . o e e e e e e e e e e e e e e e et e e e e e 2565
PART 7: NetworkManagement . . . .. ..ottt ittt oo nnenonsnas 2566
Chapter 53: AMFand AMFPlusCommands . ........cccivetvvenncsns 2567
INtroduction . . . ... e 2567
application-proxyip-filter. . . . .. .. ... . 2573
application-proxy quarantine-vlan . . . . ... ... ... Lo L. 2574
application-proxy redirect-url . . ... ... ... .. . o .. 2575
application-proxy threat-protection . . . ... .................. 2576
application-proxy threat-protection send-summary . . . ... ........ 2578
application-proxy whitelist advertised-address . . . .. ... ......... 2579
application-proxy whitelistenable . . ... ........ .. ... ... ... 2580
application-proxy whitelist protectiontls. . . . . ............. ... 2581
application-proxy whitelistserver .. ... ... ... ... ... ... ... 2582
application-proxy whitelist trustpoint (deprecated) . . ............ 2584
area-link . . .. 2585
atmf-arealink . . .. ... ... ... 2587
atmf-link . ... e 2589
atmfamfplus-license-only . .. ... ... ... ... .. .. . . . .. 2590
atmfarea . ... ... e e e e 2592
atmfareapassword . ... ... .. ... ... 2594
atmfauthorize . . . .. .. ... .. ... 2596
atmfauthorize provision . ... ......... ... . . ... . . .. . . ... 2598
atmfbackup ... ... ... e 2600
atmf backup area-mastersdelete . . . ... ... .. ... o, 2601
atmf backup area-mastersenable . .............. ... ... ..., 2602
atmf backup area-mastersnow . ... ......... ... ... 2603
atmf backup area-masters synchronize . ... .................. 2604
atmf backup bandwidth . ... .......... ... ... .. .. .. ..... 2605
atmfbackupdelete. . .. ........ ... . .. . . . 2606
atmfbackupenable ... ...... .. . . . ... 2607
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atmfbackupguestsdelete . . .. ....... ... ... .. .. 2608

atmfbackupguestsenable. . . .......... ... ... ... ... ... .. 2609
atmfbackupguestsnow . ....... ... ... . 2610
atmf backup guests synchronize . ... ..... ... ... ... ... . . ..., 2611
atmfbackupnow . . ... ... . .. 2612
atmf backup redundancyenable . .. ...... ... ... L L. 2614
atmfbackupserver . . . ... .. . . . e 2615
atmfbackupstop . . ... .. i 2617
atmfbackup synchronize . . . ... ... ... 2618
atmfcleanup . . ... . 2619
atmfcontainer . . ... ... . . 2620
atmfcontainerlogin . . ... ... ... e 2621
atmfcontroller. . . . ... ... .. ... 2622
atmf distribute firmware . ... ... ... .. ... . . 2623
atmfdomainvlan . . . . ... ... e 2625
atmfenable . ... ... . . ... 2628
atmf group (membership) ... ... .. .. . ... 2629
atmfguest-class . . . . ... . 2631
atmflog-verbose . .. ... ... . . . ... 2633
atmf managementsubnet . ............ ... ... . . ... ... 2634
atmfmanagementvlan . . ....... ... . ... .. . 2637
atmfmaster . ... .. ... e 2639
atmfmtu ... 2640
atmfnetwork-name . . ... ... ... 2641
atmf provision (interface) . . . . ... ... .. 2642
atmfprovisionnode . . ...... . . ... 2643
atmfreboot-rolling . . . .. ... ... ... 2645
atmfrecover . ... .. . e e e 2649
atmfrecoverguest . . ... .. .. e 2651
atmfrecoverled-off .. ... ... ... .. .. .. . . .. 2652
atmfrecoverover-eth . ... ..... ... ... .. .. . .. . . . ... 2653
atmfrecovery-server . . . ... ... e 2654
atmfremote-login . . ...... .. . ... e 2656
atmfrestricted-login . . . . ... ... . 2658
atmfretryguest-link . .. ... ... ... 2660
atmfsecure-mode . . ... ... .. e 2661
atmf secure-mode certificateexpire . . ... ... ... . o .. 2663
atmf secure-mode certificateexpiry . ... ... ... . .. ... 2664
atmf secure-mode certificaterenew . . .. ...... ... .. .. ... 2665
atmf secure-modeenable-all . ......... ... ... .. . .. . .. ..., 2666
atmfselect-area . . . .. ... .. . 2668
atmf topology-guienable . ... ... ... ... ... .. L L. 2669
atmftrustpoint . . .. ... .. e 2670
atmfvirtual-crosslink . . .. ...... ... ... .. .. .. ... 2672
atmfvirtual-link . .. ... ... .. ... 2674
atmf virtual-link description . . . ... ... ... 2677
atmfvirtual-link protection . . . .. ........ ... ... . . ... . ... 2678
atmfworking-set . .. ... . ... 2680
bridge-group (amf-container) . .. ....... ... . ... . . ... ..., 2682
clear application-proxy threat-protection . ................... 2684
clearatmflinks. . . ... ... .. ... 2685
clearatmflinksvirtual . .. ...... ... ... . . ... .. . 2686
clear atmf links statistics . .. ......... ... ... ... . . . .. .. .. .. 2687
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clearatmfrecovery-file .. ... ... ... . ... ... . 2688

clear atmf secure-mode certificates . ... .................... 2689
clear atmf secure-modesstatistics . . .. ... ... . 2690
clone (amf-provision) . . ... ... . . ... 2691
configure boot config (amf-provision) . . . .. .................. 2693
configure boot system (amf-provision) . ..................... 2695
copy (@amf-provision) . . . . ... .. ... 2697
create (@amf-provision) . . . .. ... . 2698
debugatmf. .. ... ... .. . . ... 2700
debugatmfpacket . ... ... ... . . ... 2702
delete (amf-provision) . . . . .. ... . e 2705
discovery . . ... 2707
description (amf-container) ... ... ... ... ... ... . . . 2709
erasefactory-default . . .. ....... ... . ... .. ... 2710
firmware-url . .. ... e 2711
http-enable . . . . .. ... . e 2713
identity (amf-provision) . . . .. ... L 2715
license-cert (amf-provision) . ............. ... . . . . . ..., 2717
locate (amf-provision) . . . ... .. . ... 2719
logevent-host . . . ... e 2721
loginfallbackenable . . . .. ... ... ... .. ... . .. .. . .. . ... 2722
modeltype . . . .. 2723
service atmf-application-proxy . ......... ... .. . . . ... 2724
show application-proxy threat-protection .. .................. 2725
show application-proxy whitelist advertised-address . . ... ........ 2727
show application-proxy whitelistinterface . . . . ................ 2728
show application-proxy whitelistserver. . . .. ................. 2730
show application-proxy whitelist supplicant . . . . ............... 2731
showatmf . ... . 2733
showatmfarea . ... ..... ... . . . . . ... 2737
showatmfareaguests. . .. ... ... ... 2740
show atmfareaguests-detail ............................ 2742
showatmfareanodes . ... ........ ... .. . ..., 2744
show atmfareanodes-detail . . .. .......... ... ... ... ...... 2746
showatmfareasummary . . . ... ... .. . 2748
show atmf authorization ... ........... ... ... .. ... ....... 2749
showatmfbackup .. ....... ... . . . ... 2752
showatmfbackuparea . ...... ... .. .. ..., 2756
show atmfbackupguest .. ....... ... ... ... ... ... .. .. .... 2758
showatmfcontainer . . . ... ... . . .. . ... e 2760
showatmfdetail ........... ... .. ... ... . . . .. 2763
showatmfgroup ... ... .. ... e 2765
showatmfgroupmembers .. ......... ... ... ... .. .. .... 2767
showatmfguests . . . ... ... .. . . 2769
showatmfguestsdetail . .. .............. ... .. .......... 2771
showatmflinks . .. ....... .. . . . . . . . ... 2774
showatmflinksdetail . .......... ... . ... .. ... ... .. ..., 2776
showatmflinksguest . . ....... ... ... ... . .. ... .. ... 2785
show atmf links guestdetail . ............................ 2787
show atmf links statistics . ... ............. ... .. ......... 2791
showatmfnodes .. ........ ... .. ... . . . . ... 2794
show atmf provisionnodes. . . .. ....... ... ... . .. . . . e, 2796
show atmfrecoveryfile . .. ... ... ... ... .. 2798
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show atmfsecure-mode .. ... .. ... .. . . ... 2799

show atmf secure-modeaudit. . . ......................... 2801
show atmf secure-mode auditlink . .. ...................... 2802
show atmf secure-mode certificates . . . ..................... 2803
showatmfsecure-modesa. ... ...... ... ... 2806
show atmf secure-mode statistics .. ....................... 2809
showatmftech .. ..... ... ... . .. . . . . . .. 2811
show atmfvirtual-links . .. ....... ... ... ... . ... ... ... .... 2814
show atmfworking-set . .. .......... ... .. ... . ..., 2816
showdebuggingatmf . ... ....... .. .. ... ... . 2817
show debuggingatmfpacket . .. ....... ... ... ... ... ... ... 2818
show running-configatmf . . ...... ... ... ... . . L. 2819
State . .. e e 2820
switchportatmf-agentlink ... ........................... 2822
switchportatmf-arealink . .............................. 2823
switchportatmf-crosslink . . . .. ........ ... ... ... ... . ... ... 2825
switchportatmf-guestlink . . ... ....... ... ... .. ... .. ..... 2827
switchportatmf-link . .. ... .. ... .. ... ... .. ... ... .. 2829
typeatmfguest . ... ... ... ... 2830
typeatmfnode ... ... ... . .. ... 2831
undebugatmf . . . ... e 2833
username (atmf-guest) . ... ... ... ... 2834
Chapter 54: Autonomous WaveControlCommands . . . . . . ... .....0c0.. 2835
Introduction . . ... ... .. . e 2835
3gpp-info (wireless-network-passpoint-dot11u) . ... ............ 2843
additional-step-required enable (wireless-network-passpoint-dot11u) . . 2844
airtime-fairness enable (wireless-ap-prof-radio) . . . . ... .......... 2845
angp-domain-id (wireless-network-passpoint-hs20) . . . . ... ....... 2847
angp-element (wireless-network-passpoint-dot11u) . ............ 2848
antenna (wireless-ap-prof-radio) . ............. ... ... ...... 2849
] 2 2850
ap-profile (wireless) . .. ... .. . . . . 2851
ap-profile (wireless-ap) . . ...... .. e 2852
association-advertisementenable ... ........ ... ... . . .. ... 2853
atmf-application-proxy portenable ... ... ... ... .. ... . ... ... 2854
authentication (wireless-sec-wep) . .. ... .. ... i 2855
auto-discoverydisable. . . . ... ... .. 2856
band . ... e 2857
band-steering (wireless-network) . . . .. ... ... ... o .. 2858
bandwidth (wireless-ap-prof-radio) . ....................... 2859
bcast-key-refresh-interval (wireless-sec-osen) . . .. .............. 2860
bcast-key-refresh-interval (wireless-sec-wpa-ent) . .............. 2861
bcast-key-refresh-interval (wireless-sec-wpa-psnl) . . . ............ 2862
beacon-rssi-threshold (wireless-ap-prof-cb) . ... ............... 2863
captive-portal . . ... ... e 2864
bss-trans-manageenable . . . ... ... ... . . e 2865
captive-portal virtual-ip . . . .. ... ... .. 2866
cb-channel . ... ... . . . . e 2867
cb-proxy-arpenable . ... ... .. ... ... 2868
channels (wireless-ap-prof-radio) . . . . .......... ... .. .. ..... 2869
channel-blanket . . . . .. ... . . 2870
channel (wireless-ap-radio) . . . .. ... ... . . . . . 2871
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ciphers (wireless-sec-0sen) . . . ... ... .. e 2872

ciphers (wireless-sec-wpa-ent) ... ............ ... ... ... ... 2873
ciphers (wireless-sec-wpa-psnl) . ... ... ... . oo 2874
community read-only (wireless-ap-prof-snmp) . ... ............. 2875
community trap (wireless-ap-prof-snmp) . . . .. ... .. ... ... 2877
conn-capability protocol (wireless-network-passpoint-hs20) ... ... .. 2878
control-vlan . . ... e 2880
COUNTIY-COOE . . . oottt e e e e e e e e e e 2881
day (wireless-task) . . ... ... .. . 2882
deauth-reqg-timeout (wireless-network-passpoint-hs20) . .......... 2883
debugwireless . ... ... ... 2884
description (wireless-ap) . . ... ... . 2886
description (wireless-ap-prof) . . . ... ... . . ... . e 2887
description (wireless-mac-flt) ... .. ....... ... ... . . . . . . . ... 2888
description (wireless-network) .. ... ... ... ... .. . . . . 2889
description (wireless-sc-prof) . . ... ... ... ... ... .. . . . . . . 2890
description (wireless-task) . .. ..... ... ... ... ... . . e 2891
description (wireless-trigger) . ... .. ... ... ... ... . ... 2892
designated-ap . . . ... i e 2893
dgaf enable (wireless-network-passpoint-hs20) . ............... 2894
domain-name (wireless-network-passpoint-dot11u) ............. 2895
dot11u (wireless-network-passpoint) . .. .................... 2896
dtim-period . .. ... .. . .. e 2897
dup-auth-received (wireless-network) . . . .. .................. 2898
dynamic-vlan enable (wireless-sec-osen) . ... ................. 2899
enable (wireless-ap-prof-snmp) . . . .. ... ... e 2900
EMErgeNCY-MOAE . . . . ot e e e e 2901
emergency-modeusbenable . .. ... ... L o L. 2902
emergency-modeusbkey .. ... ... ... L i 2903
emergency-service-reachable enable
(wireless-network-passpoint-dot11u) . .................... 2905
enable (wireless) . .. ... . 2906
enable (wireless-ap) . .. ... 2907
enable (wireless-ap-prof-radio) . ............ ... .. ... .. ... 2908
enable (wireless-network-cp) . ... ... ... ... .. . .. . 2909
enable (wireless-network-passpoint) ... .................... 2910
enable (wireless-sec-wep) . .. ... ... ... 2911
enable (wireless-task) . .. ...... . . .. .. 2912
enable (wireless-wds) . . ... ... . ... 2913
external-page-url . . . ... 2914
filter-entry . . . ... 2915
force-disable (wireless-ap-radio) . ......................... 2917
force-power-save-disable . . . . . ... ... .. ... e 2918
gas-address-behavior (wireless-network-passpoint-dot11u) ........ 2919
gas-comeback-delay (wireless-network-passpoint-dot11u) . ........ 2920
hessid (wireless-network-passpoint-dot11u) .................. 2921
hide-ssid (wireless-network) . . .. ... ... .. . . . . . . . e 2922
hs20 (wireless-network-passpoint) . . . . ..................... 2923
AWEYPE . e e e 2924
INAEX .« o o e e 2926
initialization-buttonenable .. ... ... ... .. ... . . . . L. 2927
internet-access enable (wireless-network-passpoint-dot11u) . . ... ... 2928
ip-addr-type-availability (wireless-network-passpoint-dot11u) . . . .. .. 2929
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ip-address (wireless-ap) . . . .. ... e 2931

KeY o e e 2932
key (wireless-sc-prof) . . . ... ... . 2933
key (wireless-sec-wep) . . . . . e 2934
key (wireless-sec-wpa-psnl) .. ... ... ... . .. . 2936
12tif enable (wireless-network-passpoint-hs20) . .. .............. 2937
ledenable. . . .. ... . 2938
legacy-rates . . . . i e e 2939
length (wireless-sec-wep) . . . . . .o i i e 2940
logenabledestination. . .. ...... ... .. .. . . . . e 2941
loginterval neighbor-ap . ............ .. ... . . . . ... ... ... 2942
logrotateneighbor-ap ... ....... ... ... .. . .. . . ... 2943
logrotate wireless-client ... ...... ... ... ... . . .. .. . . . ... 2944
logsize wireless—client . . ... ... ... .. . . . . . e 2945
login username (wireless-ap) . .. ... .o i i e 2946
login-password (wireless-ap) . . . . . v v oot i e 2947
mac-address (wireless-ap) . . ... ... e 2948
mac-auth critical-modeenable ... ...... .. ... ... .. .. 2949
mac-authmode . .. ... ... . ... 2950
mac-auth password . ... ... ... .. . ... 2951
mac-auth radius auth group (wireless-network) . ............... 2952
mac-auth username . ... ... . .. e 2953
managementaddress . . ... ... 2955
management-frame-protection enable (wireless-sec-osen) . .. ... ... 2956
management-frame-protection enable (wireless-sec-wpa-ent) . . . . . .. 2958
management-frame-protection enable (wireless-sec-wpa-psnl) . . .. .. 2960
max-clients . . . . .. e 2962
mode (wireless-ap-prof-radio) . . . ....... ... ... . .. . ... 2963
mode (wireless-network-cp) . .. ... ... . i e 2965
nai-realm (wireless-network-passpoint-dot11u) . ............... 2967
neighbor-ap-detectionenable . ............ ... ... .. ... 2969
neighbor-managed-ap-detectionenable . . . .. ................ 2970
network-auth-type (wireless-network-passpoint-dot11u) .......... 2971
network-type (wireless-network-passpoint-dot11u) . . ... ... ...... 2973
network (wireless) . . .. ... . .. 2975
ntp designated-server . . . . ... 2976
ntp designated-serverenable . . ... ..... ... ... . . . . . ... 2977
ntp designated-serverperiod .. ... ... ... . . . . e 2978
operating-class (wireless-network-passpoint-hs20) . ............. 2979
operator (wireless-network-passpoint-hs20) . . . .. .............. 2980
osu-providers friendly-name langname ... ... ............... 2981
osu-providersiconlangfile. .. . ...... ... .. . . L L. 2983
osu-providersmethod-list . ................. ... . ... ..., 2985
osu-providersnai . . . ... e e 2987
OSU-Providers Server-uri . . . . . vttt e e e e e 2989
osu-providers service-desclangdesc . ............ ... ....... 2990
OSUSSIA . . o e 2992
osustatusenable . .. ... ... ... e 2994
oULdOOr . . . . e 2995
page-proxy-url. . . .. e 2996
PasSPOINt . . . . o e e 2997
peer (wireless-wds) . . . . ... . e 2998
permit host (wireless-ap-prof-snmp) . . .. ........ .. ... ... ..., 2999
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port (wireless-ap-prof-snmp) . . ...... ... .. ... . .. . 3000

power (wireless-ap-radio) . . .. ... ... ... ... ... .. 3001
pre-authentication enable (wireless-sec-osen) . ................ 3002
pre-authentication enable (wireless-sec-wpa-ent) . ... ........... 3003
proxy-arpenable . . ... ... 3004
gos-map-set (wireless-network-passpoint-dot11u) .............. 3005
radio (wireless-ap) . . . ... ... . e 3006
radio (wireless-ap-profile) . . . . ... ... ... . . . . . 3007
radiusaccountingenable . . . ... ... ... ... e 3008
radius auth group (wireless-network-cp) . .. .................. 3009
radius authentication group (wireless-sec-osen) . ............... 3011
radius auth group (wireless-sec-wpa-ent) . ................... 3012
redirect-url . ... . e 3013
rogue-ap-detection enable (wireless) . ... ....... ... ...... ... 3015
roaming-oi (wireless-network-passpoint-dot11u) ............... 3016
sc-profile . ... e 3017
sc-channel . . ... e 3018
security (wireless) . . . .. . . e 3019
security (wireless-network) . . . . ... .. 3021
security (wireless-wds) . . . . ... 3022
servicewireless . . . ... 3023
session-keep . . ... e 3024
session-key-refresh-action . .. ..... ... .. ... .. .. . . . . ... 3025
session-key-refresh-interval .. .......... ... ... ... ......... 3026
session-timeout-action (wireless network-cp) . . ... ............. 3027
session-timeout-interval (wireless network-cp) . . ... ............ 3028
show debuggingwireless . . . . ... . . ... 3029
showwireless . . . .. .. 3030
showwirelessap .. ... .. i 3031
show wireless ap capability .. ......... ... ... .. ... .. .. ... 3038
show wirelessapclient . ......... ... ... . . ... . . . . . ..., 3040
show wirelessap neighbors . . . ...... ... ... ... .. . . ... .. ... 3041
show wireless ap power-channel . ... ........ ... ... ........ 3042
show wirelessap-profile ... ..... ... ... . ... .. . . . . . . . ... 3043
show wirelessauto-config . ........ ... ... ... .. . . . . . . ... 3047
show wireless captive-portal network walled-garden . . . . ... ... ... 3050
show wireless channel-blanketapstatus . .. .................. 3051
show wireless channel-blanket ap-profilestatus ... ............. 3052
show wirelesscountry-code . ... .. ... ... ... . . . . ... 3053
show wirelessnetwork . . ...... ... ... .. . .. . . .. 3054
show wireless power-channelcalculate . . . . .................. 3059
show wirelesssc-profile . . . ... ... ... .. ... . . 3060
showwirelesssecurity . . . ... ... .. 3062
show wireless smart-connectap . ............c0 . 3064
showwirelesstask . . ..... ... ... . . . . . . . ., 3065
showwirelesswds . ... ... . . .. e 3068
show wireless wireless-mac-filter . . . . ...................... 3070
show wireless wireless-trigger . . . .. .......... ... ... .. ... 3072
smart-connect-profile . . .. ... ... . .. ... e 3073
snmp (wireless-ap-prof) . . .. ... .. .. . ... 3074
ssid (wireless-network) . . ... ... .. L 3075
ssid (wireless-sc-prof) . . .. ... . 3076
station-isolationenable . . . .. ... ... ... L 3077
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station-isolation enable (wireless-ap-prof-radio) . ............... 3078

1= ] 3079
time (wireless-task) . . . . . ... .. L. 3080
trap host (wireless-ap-prof-snmp) .. ....................... 3081
type (wireless-sec-wep) . . . . . 3082
type ap-configurationapplyap ... ........ .. . ... . ... 3083
type download ap (wireless-task) . . . . ......... ... ... .. ..., 3084
type power-channelapall .. ....... ... ... . . ... . . . . . . ... 3085
unauth-emergency-service-access enable
(wireless-network-passpoint-dot11u) . .................... 3086
username (wireless-ap-prof-snmp) . . . .. ... ... oL 3087
vap (wireless-ap-prof-radio) .. .......... ... ... . . ... . ... .. 3089
venue group (wireless-network-passpoint-dot11u) .............. 3090
venue name (wireless-network-passpoint-dot11u) . ............. 3091
venue type (wireless-network-passpoint-dot11u) . .............. 3092
version (wireless-ap-prof-snmp) ... ..... ... .. ... . . . . . . 3093
versions (wireless-sec-0sen) . . ... ... 3094
versions (wireless-sec-wpa-ent) . . . . ... ... 3095
versions (wireless-sec-wpa-psnl) . .. ....... ... ... . . . . ... .. 3096
vlan (wireless-network) . .. ... ... . . .. 3097
walled-gardenentry . .. ..... ... . ... e 3098
wan-metrics downlink-load (wireless-network-passpoint-hs20) . ... .. 3100
wan-metrics downlink-speed (wireless-network-passpoint-hs20) . .. .. 3101
wan-metrics info (wireless-network-passpoint-hs20) . ............ 3102
wan-metrics load-measure-duration (wireless-network-passpoint-hs20) . 3104
wan-metrics uplink-load (wireless-network-passpoint-hs20) . ....... 3105
wan-metrics uplink-speed (wireless-network-passpoint-hs20) .. ... .. 3106
WAS o e e e 3107
wds radio (wireless-ap) . . ... ... e 3108
web-auth radiusauthgroup . . . ... ... ... .. .. L L. 3109
WirelesS e 3110
wireless ap-configurationapplyap . . . .. ...... .. ... .. ... ... 3111
wirelessauto-config . .. ... ... .. ... .. ... 3112
wireless channel-blanket ap-profile bssid-renew . . . ... ... ....... 3114
wirelessdownloadapurl .. ... ... ... ... . . . . .. 3115
wirelessemergency-mode . . .. ... 3117
wireless emergency-modeusbmarkkey . ........ ... ... ... ..., 3118
wireless eXport . ... .. e 3120
wireless get-techabort ... ..... ... ... . . . . . . ..o .. 3121
wirelessget-techap . ........ ... . . . . . e e 3122
wireless get-techap-profile .. ......... ... ... ... ... ... ... 3123
wireless get-techsc-profile . . . . ... ... ... ... . L. 3124
wirelessimport . .. ... .. . . 3125
wireless power-channelapall .. .......... .. .. ... .......... 3126
Wirelessresetap . . v v v v i e e e 3127
wireless-mac-filter (wireless) . . . .. ... ... . . L 3128
wireless-mac-filter (wireless-ap-prof) ... .................... 3129
wireless-mac-filterenable ... ...... ... ... .. ... .. ... . ... 3131
wireless wireless-trigger. . . . . ... . e e 3132
wireless-trigger . ... .. e e 3133
wireless-trigger-id . . .. ... e 3134
Chapter 55: Device Discovery usingSNMPCommands .. ............... 3135
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Introduction . . . .. . . . e 3135

clearsnmp-discovery . ... ... 3136
service snmp-disCOVErY . . . . . i e e e 3137
show running-config snmp-discovery . . . .. ...... .. ... ... .. .. 3138
show snmp-discovery . .. ... .. ... e 3139
snmp-discovery arp-polling-interval . . .. .................... 3142
snmp-discovery COmmuNity . . . . ..o vttt e 3143
snmp-discoverydeny . . ... 3144
snmp-discovery permit . . ... .. e 3146
snmp-discovery snmp-polling-interval . ... .................. 3147
snmp-discovery Snmp-version. . . .. .. ... e 3148
SNMP-AISCOVEIY USEI . . o o v vttt e e et e et e e e e ettt e e 3149
Chapter 56: Dynamic Host Configuration Protocol (DHCP) Commands . . . .. .. 3151
Introduction . . . ... .. 3151
bootfile . . ... . . . 3153
clearipdhcpbinding . ........ .. . .. ... 3154
default-router . . ... . . e 3156
ANS-SEIVEr. . . e e 3157
domain-name . . ... ... e 3158
host (DHCP) . . . .. e e e 3159
ipaddressdhcp . . ... ... 3160
ipdhcpbootpignore .. ... . ... .. 3162
ipdhcp leasequeryenable . .. ... ... . 3163
ipdhcpoption. . .. ... . . . e 3164
ipdhcppool ... .. . . e 3166
ip dhcp-client default-routedistance . . ... .................. 3167
ip dhcp-client request vendor-identifying-specific . . . .. .......... 3169
ip dhcp-client vendor-identifying-class . . . ... ................ 3170
ipdhcp-relayagent-option . . . . ... .. ... . 3171
ip dhcp-relay agent-option checking . .. .................... 3173
ip dhcp-relay agent-optionremote-id . . . .. .................. 3174
ip dhcp-relay informationpolicy .. ........................ 3175
ipdhcp-relaymaxhops . . ........ .. ... .. . . . e 3177
ip dhcp-relay max-message-length . . ...................... 3178
ipdhcp-relay server-address . . . . ... ... . 3180
ip dhcp-relay use-client-side-address . ... ................... 3182
lease . . . . e 3183
network (DHCP) . . . . . . .. 3185
NEXE-SEIVEN . . . e e e 3186
OPLION . . o e e e e 3187
probeenable. . ... ... . . e 3189
probepackets . . ... ... e 3190
probetimeout . . .. .. ... e 3191
Probe type . . . e 3192
FANGE . . o et e e e e e e e e e e e e 3193
FOUTE . . o e 3194
servicedhcp-relay . . ... ... .. 3195
servicedhcp-server. . ... .. 3196
short-lease-threshold . . . ........ ... ... ... ... .. ... .. .... 3197
show counter dhcp-client . ................. ... ... .. .... 3199
show counterdhcp-relay .. ...... ... .. . 3200
show counterdhcp-server . . ...... .. .. ... e 3204
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showdhcplease ... ... ... .. . . . .. .. 3207

showipdhcpbinding .. ....... .. .. ... ... .. . 3208
showipdhcppool .. ... ... . . . 3210
showipdhcp-relay . ... ... ... 3215
show ip dhcp serverstatistics ... ........... .. ... ... .. .... 3217
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tunnelremotename (GRE) . . . ... ... .. . . . ... 3883
tunnel security-reprocessing . . . . . . ... 3884
tunnelsource (GRE) . . ... ... . . . . . . e 3885
tunnel ttl . ... e e 3887
Chapter 79: OpenVPNCommands .........citeeeetoroecocnnsanes 3888
Introduction . . ... ... .. e 3888
pPtcpadjust-Mss . . . ... e 3890
IPVEtCp adjust-mss . . . . . . e 3892
show interface tunnel (OpenVPN) . . ... ... ... ... ... .. .. .. ... 3894
show openvpnconnections . . ... ........ ... 3895
show openvpn connectionsdetail . ........................ 3896
tunnelmodeopenvpntap . .. ....... .. 3897
tunnel mode openvpntun . ...... . ... ... 3898
tunnel openvpn authentication . . . .. ...................... 3899
tunnel openvpncipher . ... ... . . ... .. e 3900
tunnel openvpn expiry-bytes . .. ... ... . ... e 3902
tunnel openvpn expiry-seconds . . . ... ... e e 3903
tunnelopenvpnport . . ... ... e e 3904
tunnelopenvpntagging . . ... . ... .. 3905
tunnelopenvpnitls-crypt .. ... ... ... ... 3906
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tunnel openvpn tls-version-min. . . . . ... .. ... ... ... . . . . 3907

tunnel openvpn verify-client-certificate trustpoint . . . . . ... ....... 3908
tunnel openvpn verify-client-certificate strict-common-name-check . . . 3909
tunnel security-reprocessing . . . . . . . ... e 3911
Chapter 80: L2TPv2PPPCommands . ... ... vttt ittt eononsococanss 3912
Introduction . .. .. .. 3912
debug l2tp . . .. . 3914
destination . . . ... .. . e e 3915
encapsulation ppp . . . . ... e 3916
P-VEISION . . . oo e e e e e 3918
Rtptunnel . ... .. . e 3919
R2tpunmanaged port . . ... ... 3921
R2tp-profile . . . . . 3922
local-subaddress . .. ..., .. ... . e 3923
Protection ipPsSeC . . . v v v it e e e 3924
protectionlocal-name . . . . .. ... ... e 3925
protectionprofile . . . .. ... ... e 3927
protectionremote-name . . ... . ... e 3928
remote-subaddress. . . ... ... ... 3930
shared-secret . ... ... .. e 3931
showdebugging2tp . . ... ... . .. 3932
show I2tpsession . . . ... o e 3933
show 2tptunnel ... ... ... . . . . 3935
show I2tp tunnel config-check . ... ..... ... ... ... ... .. .... 3939
show running-config I2tp-profile . . . . .. ... ... ... . . L L. 3941
show running-config I2tp-tunnel . . . ... ... ... ... ... ... ..., 3942
SOUICE . i v e e e e e e e e e e e e e e e e e e e e e 3943
VEISION . o o e e e e 3944
Chapter 81: L2TPv3 Ethernet PseudowireCommands. . . . . .. ... .. v v v 3945
Introduction . .. .. .. 3945
interface tunnel (L2TPV3) . . .. . ... 3946
2tpunmanagedport .. ... ... .. ... 3947
show interface tunnel (L2TPv3) .. ...... ... ... ... .. ... ...... 3948
tunnel destination (L2TPV3) . . ... .. ... ittt e 3949
tunnel df . ... 3951
tunnellocalid . ... ... . . . . . . e 3952
tunnelmode I2tpv3 . . . ... e 3953
tunnel protectionipsec . .. ... ... . .. 3954
tunnelremoteid . ... ... . .. . .. e 3955
tunnel security-reprocessing . . . . . . . . 3956
tunnel source (L2TPV3) . . . . . .. 3957
Chapter 82: Transitioning IPv4toIPvéCommands. . . . ... ...cov et v v 3959
Introduction . . . .. .. 3959
br-address (softwire) . . . . . ... 3961
mesh-mode . . . ... .. e 3962
Method . . .. e e 3963
TUlE . e 3964
show running-config softwire-configuration . ................. 3966
show softwire-configuration . . . . . ... ... ... ... .. . . . . ... 3967
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softwire-configuration . . . . .. ... ... ... 3969

tunnel security-reprocessing . . . . . . . .. e 3970
tunnel destination (DS-Lite) ... ... ... . . . . . 3971
tunnel modeds-lite ... ... ... . . ... .. 3972
tunnel modelwd4o6 . . . ... .. .. 3973
tunnelmodemap-e . .. ...... ... e 3974
tunnel softwire . ... ... . . ... e 3975
upstream-interface . . . . ... .. e 3976
Chapter 83: IPv6 TunnelingCommands . . . . .. ...ttt iiiinnnnnns 3977
Introduction . . ... .. e 3977
interfacetunnel (IPV6) . . . . ... .. . e 3978
ip address (IP Addressingand Protocol) . . .. .................. 3979
Ptepadjust-mss . . . ... e 3981
ipvbaddress . ... .. e 3983
IPVO tCP adjust-MSS . . . . . vt e e e 3985
MU . e s e e e e e e e e e e e e e 3987
show interfacetunnel (IPv6) . . .. ...... ... .. . . ... 3989
tunnel destination (IPv6) . . . . .. ... . . . . . . . 3990
tunneldscp . . . ... 3992
tunnelmode (IPV6) . . . . . . . . i e 3993
tunnel source (IPV6) . . . . . . . i e 3994
tunnel ttl . .. e 3996
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List of Commands

2faallOW-TEUSE . ..ottt 2437
2facreate user emMail. . .....ouiiiin i 2440
2fa create userskip-2fa. ... e 2441
A = el T £ U T PP 2438
2fadelete USEr. ..ttt e 2442
2fa email-expiry-time . ....oi i e e 2443
2fa email-otP oo e e e 2444
2fa email-template. ... e 2445
2fa export user-data .......ovveiii i 2447
2fa hotp-WIiNdOW-SIzZEe. . ..o e e e 2448
2faimport user-data soUrCe . .....ovir it 2449
2 = T 11T 1= P 2451
2falabel . .. 2453
2famax-SKeW . . ..o e 2455
2fa radius-email-attribute . ... ... e 2456
2fa reject-unconfigured-Users .. ........ooviiiiiiiiiiei i 2458
2fareset scratch-codes. . ...o.vui it 2459
2fareset SKEW ...t 2460
2fa self-registration Port ... e 2464
2fa skew adjust . ..ot e 2461
2fa tOtP-WINAOW-SIZE ... .ottt et 2463
3gpp-info (wireless-network-passpoint-dot11u) ..................co...e. 2843
@aaaccountingauth-mac ..ot e 2278
aaa accountingauth-web ...... ... i 2280
Qa2 aCCOUNtING COMMANGS. .o\ttt e et in e e e eiennenennens 2282
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A2 ACCOUNTING dOTTX. .ttt ettt e e e 2284

aaa accounting login ... ... 2286
@32 aCCOUNTING UPAtE ..ottt e e e 2289
aaa authentication 2fa-registration defaultgroup........................ 2291
aaa authentication 2fa-registration defaultgroup........................ 2466
aaa authenticationauth-mac.............ooi i 2293
aaa authenticationauth-web ...... ... ... . 2295
aaa authentication dotTX ...t e 2297
aaa authentication enable default group tacacs+........................ 2299
aaa authentication enable defaultlocal............... ..ot 215
aaa authentication enable defaultlocal................. ..o, 2301
aaa authentication isakmp ........ooiiii it e 2302
aaa authentication login. ... e 2303
aaa authentication OpeNVPN .. .ot e 2306
aaa authorizationcommands ....... ... e 2308
aaa authorizationcommands .......... . e 2508
aaa authorization config-commands ...t 2310
aaa authorization config-commands .................cci i 2510
AAA GIOUP SEIVEY . & vttt ettt e et e et e et e e et e aneeeaneenannens 2311
aaa local authentication attempts lockout-time.........................0. 216
aaa local authentication attempts lockout-time.......................... 2313
aaa local authentication attempts max-fail ........................... ... 217
aaa local authentication attempts max-fail ...................... ... ot 2314
aaaloginfail-delay. ... 218
aaaloginfail-delay.........c.oooiiiiiii 2315
= o) o 17/ 01 1186
accept-invalid-sslcert ... ...t 846
accepPt-lifetime .. oo e e e 988
accouNting login . ... e 2316
action (@NTIVIFUS). . ..ottt e 3672
action (web-control) . ... i 3702
ACHIVATE ..o e 479
active (PING-polling) . ...ooir i 3544
ACHIVE (TGO . o ot e ottt e e e e e et e 3503

additional-step-required enable (wireless-network-passpoint-dot11u) ...2844
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AAdress PrefiX .o e e e 3225

AAArESS AN .ottt e e e 3227
address-family ipv4 (RIP) . ..o e 1638
address-family ipv4 (RIP) . .....or i e e 990
address-family. ... ..o e 1277
address-family. ... ... i e 1636
advertisement-interval. ... ..o e 2527
AGRING-TIME . ettt i e e e e 559
aggregate-address (IPV6RIPNG) .......cooviiiiii e 1050
Aggregate-address. . ...ttt e e 1279
airtime-fairness enable (wireless-ap-prof-radio)..................coov.tt. 2845
alert-thresholding ... e e 3648
alias (INTerface) ...o.vi i e 3310
alliedware-behavior ...... ..o 991
alternate-checksum-mode....... ... 2529
angp-domain-id (wireless-network-passpoint-hs20) ..................... 2847
angp-element (wireless-network-passpoint-dot11u)..................... 2848
antenna (wireless-ap-prof-radio) ...........cooviiiiii it 2849
ANTIVITUS. .« e e e 3674
] o PP 2850
=] o T PP 505
APPIICAtION . . e e 3594
application-decision . ...t e 1613
application-decCision ... ..ot e 1775
application-proxy ip-filter.........ooi i 2573
application-proxy quarantine-vlan ............. ... i i 2574
application-proxy redirect-url . ...t e 2575
application-proxy threat-protection send-summary...................... 2578
application-proxy threat-protection..............coiiiiiiiiiinininn. 2576
application-proxy whitelist advertised-address .................. ... ... 2579
application-proxy whitelistenable ..............cooi i 2580
application-proxy whitelist protection tls............ ...t 2581
application-proxy whitelist server ... 2582
application-proxy whitelist trustpoint (deprecated)...................... 2584
ap-profile (WIreless) . . ..o.ve i e 2851
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ap-profile (Wireless-ap) .....ovivriiii i e i e 2852

area authentication IPSEC SPI. .. vv vttt i 1187
area authentication. ... .. ..ottt 1080
area default-cost (IPV6 OSPF). ..ot 1189
areadefault-Cost. .. ...t 1079
area encryption IPSEC SPI @SP. « v vttt ettt et ie e 1190
areafilter-list ... .. ..o 1081
== 8 117 P 1082
arearange (IPv6 OSPF) ... ..o e e 1193
1= I = | T = 1084
area stub (IPV6 OSPF) . ... 1195
ArEA StUD L e 1086
area virtual-link (IPV6 OSPF) . . ..o e 1196
area virtual-link authentication ipsecspi.........ccoviiiiiiiiiiiiiin.a, 1198
area virtual-link encryption ipseCcspi ....ooovv i 1200
areavirtual-link. . ... 1087
area-link. . ... 2585
- 1 o N (o T PSP 788
arp OPPOItUNIStIC-NA. . ... e e e 1641
arp OPPOIUNISTIC-NA. ... e e e e e 791
] o 1 AP 1639
] o 1P 786
ArP-aging-tiMEOUL. . ...ttt e i e e e e e 785
arp-loose-check ... ..o e e 793
arp-reply-be-dmac. . .....ooi i 795
association-advertisementenable............... ..., 2853
atmf amfplus-license-only ......... ... i 2590
atmf area PassWOrd. .. ...ouiit it i i e e e e 2594
At ar . .o e 2592
atmf authorize provision. ...t 2598
atmMfauthoriZe. . ... o 2596
atmf backup area-mastersdelete. ...t 2601
atmf backup area-mastersenable .............. ..o i 2602
atmf backup area-masters NOW. .......vie it ie i iiie e, 2603
atmf backup area-masters synchronize..............cccoiiiiiiiiinnnn.. 2604
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atmf backup bandwidth ...........c i 2605

atmfbackupdelete. ... 2606
atmfbackupenable ... 2607
atmf backup guestsdelete. ... 2608
atmf backup guestsenable ... 2609
atmf backup QUESTS NOW . ... e vt e 2610
atmf backup guests synchronize ...............coci i 2611
atMf baCkUP NOW . ..o e e 2612
atmf backup redundancyenable.............. .. 2614
atMf baCKUP SEIVET ...t e 2615
AtMT DACKUP STOP . o\ttt e e e e 2617
atmf backup synchronize ... 2618
AtMf BaCKUP. ..o e 2600
AT CleaANUD ..o 2619
atmfcontainer login. ... ...t e 2621
atmf CoNtainNer. .. ... e 2620
atmfcontroller ... ... e 2622
atmf distribute firmware ... 2623
atmfdomainvian. ... i 2625
atmfenable ... .. e 2628
atmf group (membership) ... e 2629
atMf QUEST-Class . ..ot 2631
atMf log-VErbOSE ... e 2633
atmfmanagementsubnet ...... ... e 2634
atmfmanagementvian. ...t e 2637
At  MASTEr et 2639
At MU . L e 2640
atmf network-name ... .. 2641
atmf provision (interface) .........ooiiiiiiiii i e 2642
atmf ProvisioN NOde .. ...t i e e e 2643
atmfreboot-rolling ......ccoviiii 2645
At rECOVEr QUEST. ..ttt e i e et e e 2651
atmfrecoverled-off. ... . 2652
atmfrecoverover-eth. ... ... 2653
AUME TECOVET. . .ottt e e e 2649
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AN FECOVEIY-SEIVET . . ottt et et et ettt iineenas 2654

atmfremote-login. ... ... 2656
atmf restricted-login. ... e 2658
atmfretry guest-link ... i 2660
atmf secure-mode certificate expire ..ot 2663
atmf secure-mode certificate expiry ......cooovviiiiiii 2664
atmf secure-mode certificate renew...........ooiiiiiiii i 2665
atmf secure-mode enable-all......... ... 2666
atmf secure-mode . .. ... i 2661
atMf select-area .. ..ot e 2668
atmf topology-guienable........ ... 145
atmf topology-guienable. ... ... ... 2669
At LrUSTPOINt .. e 2670
atmf virtual-crosslink ...... ... i 2672
atmf virtual-link description. ... e 2677
atmf virtual-link protection ...t e 2678
atmfvirtual-link ... ... 2674
atMfWOrKiNg-set ... .. 2680
atmf-application-proxy portenable ... 2854
atmf-arealink ... ... 2587
atMf-liNK . 2589
attribute (radsrv-grp) ..o 2396
authauth-fail vlan ... 2154
auth aritical. ... .o o e 2156
auth dhcp-framed-ip-lease. ... 2157
auth dynamic-vlan-creation......... ..ot 2159
auth guest-vlanforward ........... ..o 2163
auth guest-VIaNn. .. ... e 2161
auth host-mode ... ... i 2165
AUTN Og . e e e 2167
auth max-supplicanttagged-vlan ............cooiiiii it 2171
auth max-supplicantuntagged-vlan..................coiiiiiiii .. 2173
auth max-supplicant. ... e 2169
auth multi-vlan-session ... i e 2175
T4 T o o1 V7S 2176
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auth profile (global). ... e 2178

auth profile (iNnterface) .......oov it e 2179
auth radius send nas-identifier......... ... 2368
auth radius send service-type .....ovvii it e e 2369
auth reauthentication...........c.oo i 2180
auth roaming disconnected. ..........cooiiiiiiiii i 2181
authroamingenable ... ... e 2183
aUth SUPPlCANt-IP .o e e 2185
auth supplicant-Mmac. ... e e 2187
auth timeout connect-timeout.............oii i 2190
auth timeout quiet-period ... 2192
auth timeout reauth-period. ..ot 2193
auth timeout server-timeout....... ..ottt e 2195
auth timeout sUpP-tiMeouUt ... ... e i 2197
authtwo-stepenable. ... ... 2200
AUEh TWO-StEP OFder L.ttt i e e e e e e 2202
auth vlan-restriction ........ ..o e 2198
authentication (Idap-server). ..ot e 2339
authentication (wireless-sec-Wep) . ......cooiii i 2855
authentication. ... ... i i e 2398
AUth-MaC acCoUNtiNg ... co vttt e e e et 2204
auth-mac authentication............coi i 2205
auth-macenable ... ... 2206
auth-macmethod ... ... e 2208
AUTh-MaC PaSSWOId. . ..ttt e ettt 2210
auth-macreauth-relearning. .........cooviii i, 2211
auth-mac static. . ..o e 2212
auth-macusername ... ... i 2213
authorizationcommands ......... ..o 2317
authorizationcommands ....... ..o 2511
aUth-Wweb aCcCouNting .. .ovv it e e e e 2214
auth-web authentication ... 2215
auth-webenable ... ... o i 2216
auth-web forward ... 2218
auth-web idle-timeoutenable ........... ... i 2221
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auth-web idle-timeout timeout ...ttt e 2222

auth-web max-auth-fail......... ... 2223
auth-webmethod ... ... 2225
auth-web-server dhcpipaddress .......oovviiiii i 2226
auth-web-serverdhcplease. ... 2228
auth-web-server dhcp-wpad-option ... 2229
auth-web-server host-name. ...t 2230
auth-web-server intercept-port .......vvevr ittt iiaenn, 2231
auth-web-serveripaddress. ...t e 2233
auth-web-server ip-conflict-prefer-newer-supplicant .................... 2232
auth-web-serverlogin-url. ... e 2235
auth-web-serverpagelanguage .........c.coviiiiiiii it 2234
auth-web-server pagelogo ..o 2236
auth-web-server page sub-title. ... 2237
auth-web-server page sUCCeSS-MESSAgE. . ovvvvvr vt enreenneieneenennenns 2238
auth-web-serverpagetitle. ... 2239
auth-web-server page welcome-message ........coevvviiiiinienennennns. 2240
auth-web-server ping-pollenable........... ...t 2241
auth-web-server ping-poll failcount.....................ooooiiilLL. 2242
auth-web-server ping-pollinterval ............c.ccooiiiiiiii it 2243
auth-web-server ping-poll reauth-timer-refresh ......................... 2244
auth-web-server ping-poll timeout............c.oooii i, 2245
auth-web-server ping-poll type .....ovvii i 2246
AULh-Web-SErVer POIt . ...t i et e e e e 2248
auth-web-server redirect-delay-time ...l 2249
auth-web-server redirect-url ....... ... 2250
auth-web-server session-keep ...t 2251
auth-web-server sslintercept-port .........coovviii i 2253
auth-web-serverssl. ... ... i 2252
auth-web-server trustpoint ...t e 2254
autobootenable. ... ... .. e 162
auto-cost reference bandwidth (IPv6 OSPF)............c.coiiiiiiiinen. 1203
auto-cost reference bandwidth ........... ... 1090
auto-discovery disable. ... 2856
auto-summary (BGPonly) ... ..o e 1282
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AN . . e 2857
band-steering (wireless-network) ............cooi i 2858
bandwidth (wireless-ap-prof-radio) ...........ccoiiiiiiiiiiiiiiiiii, 2859
bandwidth ... e 1092
bandwidth ... 1205
banner display external-manager ...........oiiiiii it 294
DaANNEr EXEC . . e 295
banner external-manager. ...... ...t e 297
bannerlogin (SSH). ...t e 3441
banner 1ogin (SYStem). . ..ot i e e e e 299
banner motd ... 301
base-AN ... e 2341
bcast-key-refresh-interval (wireless-sec-osen)..............coovvvnn... 2860
bcast-key-refresh-interval (wireless-sec-wpa-ent) ........................ 2861
bcast-key-refresh-interval (wireless-sec-wpa-psnl) ....................... 2862
beacon-rssi-threshold (wireless-ap-prof-cb) ..................oiiiiit. 2863
bgp aggregate-nexthop-check............cooi i 1284
bgp always-compare-med ..........oiiiiiiiiii e 1285
bgp bestpath as-pathignore............coiiiii i i 1287
bgp bestpath compare-confed-aspath .................. ...l 1288
bgp bestpath compare-routerid.............cooiiiii i 1289
bgp bestpath med remove-recv-med ..........cooiiiiiiiiiii 1292
bgp bestpath med remove-send-med...............coiiiiiiiiia, 1293
bgpbestpathmed. ... 1290
bgp client-to-clientreflection ...........coiii i 1294
bgp cluster-id . ..o e 1295
bgp confederationidentifier..........ccooiiiiiiiiii i 1297
bgp confederation Peers. .....o.vii i e e e 1298
bgpP CONfig-tyPe ..ot 1300
bgp dampening .. ..o e 1302
bgp damp-peer-oscillation (BGPonly)...........ccooiiiiiiiiiiiiiin, 1304
bgp defaultipv4-unicast. ...t e 1305
bgp default local-preference (BGPonly) .............ooiiiiiiiiiiiia... 1306
bgp deterministic-med ... e 1307
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bgp enforce-first-as. ...covviiii i i i e e e 1309

bgp fast-external-failover........ ... 1310
bgp graceful-restart graceful-reset ..............oco i 1313
bgp graceful-restart ...t e 1311
bgp log-neighbor-changes ...t i 1314
bgp memory maxallocation. ... 1316
bgp nexthop-triggerdelay..........cooviiii i 1318
bgp nexthop-triggerenable ..........ccoi i 1319
bgp nexthop-trigger-count .........ooiiii it 1317
bgp rfc1771-path-select (BGPonly). ... 1320
bgp rfc1771-strict (BGPonly). ... 1321
o Te o X 0 TV 1 1=] o e S P 1322
bgp scan-time (BGPonly) ... 1324
bgpupdate-delay ... e 1325
bind authenticate root-dn ... ... i i 2342
bIacklist . . ..o e 3687
boot config-filebackup ... 165
boot config-file. .. ..ot e 163
boot system backup ....ccovii i e e 168
OOt SYStEM . . e e 166
boOtfile ..o 3153
br-address (SOftWire). . .......o.veeniii e 3961
o T4 e o TSP 560
bridge-group (@amf-container)..........oooiiiiiii i 2682
o7 Te T TSR T 11 ] o X 561
browser-only (web-redirect) .........cooviiiii i 271
bss-trans-manage enable . ....... ..ol e 2865
bypass-web-control entity ........ ... 3703
capability 0paque . ... e 1093
capability restart. ..o e 1094
captive-portal virtual-ip. ... e 2866
captive-portal ... e 2864
category (web-control) ... ..o e 3705
category action (IPReputation) .........coivriiiiiiii i, 3743
category action (IPS) . .....vvtii i e e 3649
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ch-proxy-arpenable ... ..o 2868
el PP 169
channel (wireless-ap-radio) .........ccoviiiiiiiiiii i 2871
channel-blanket . ... ... 2870
Channel-group . ... e 681
channels (wireless-ap-prof-radio). .. ......oovii it 2869
(o] T | o o 507
o[ 508
ciphers (Wireless-seC-0SeN) . . ... oui it et 2872
ciphers (wireless-sec-Wpa-ent) ........cviiiiiii it 2873
ciphers (wireless-sec-wpa-psnl) ... 2874
circuit-failover. .. ... e 2530
cisco-metric-behavior (RIP). ... ..ot e 993
Class (D) ..o e 2068
Class (PrIOTITY) ...t 2070
el F= 133 (7 2072
clearaaalocaluserlockout......... ..o i 219
clearaaalocaluserlockout. ... ... 2319
clear application-proxy threat-protection................cooviiiininn.. 2684
cleararp-cache . ... 1643
Cleararp-Cache .. ..o e 796
clear atmf links statistics .........vurininni 2687
clearatmflinks virtual ...... ... e 2686
clearatmflinks ... ... i e 2685
clearatmfrecovery-file ... ..o 2688
clear atmf secure-mode certificates ..., 2689
clear atmf secure-mode statistics. .......coviiiii i 2690
Clearbgp (ASN) ...t e 1329
clear bgp (IPv4 or IPV6 address) ......oovueivniniiiii i iieianeenns 1327
Clear DG P et e 1326
clearbgp external ... ... e e 1330
clear bgp ipv6 (ASN) (BGP4+0nly). . ..ot 1335
clear bgp ipv6 (ipv6 address) (BGP4+only) ........coiiiiiiiiiiiiia.. 1332
clear bgp ipv6 dampening (BGP4+only)..........ccovviiiiiiiininnnn., 1333
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clear bgp ipv6 external (BGP4+only) ........coovviiiiiiiiiiii it 1336
clear bgp ipv6 flap-statistics (BGP4+only) ...........cccoviiiiiiiiin.. 1334
clear bgp ipv6 peer-group (BGP4+only)........covvviiiiiiiiiiiinnn., 1337
Clear bGP PEEI-grOUD ..ttt e e e e e 1331
clear counteripv6 dhcp-client...........ccoiiiiiii i 3229
clear counteripvb dhcp-server...... ..o 3230
clear eXCeption 10g . ..ot e 383
clear fiber-monitoring interface ... 359
clear firewall coNnNections . .......o.iui i i 3570
clearipbgp (ASN) (BGPonly). .....coviiiiiii e 1344
clearipbgp (IPv4) (BGPoNly). ... .o 1340
clearipbgp (IPv4) (BGP only). .. .o 1647
clearipbgp * (BGPONlY) ..o e 1338
clearipbgp * (BGPoNly) ..ot 1645
clearip bgp dampening (BGPonly).......c..coovviiiin i, 1342
clearip bgp external (BGPonly) ........coviviiniiiiii i 1345
clear ip bgp flap-statistics (BGPonly) ... 1343
clearip bgp peer-group (BGPonly)........coviiiiiiiiii i 1346
clearipdhcp binding ... e 3154
clearipdnsforwardingcache ... 847
Clear P igmMP groUP. . vt e e e 1830
clearipigmpinterface........coviii i e 1831
Clear P IgMD ot e 1829
clear ip mroute pim sparse-mode ........oiiiiiii i e 1952
clearip mroute statistics ......vvei i e 1914
Clear P MIOULE ..o e 1912
clearipmulticast route ...... ...ttt e 1915
Clearip OSPf PrOCESS . vttt e e e 1095
clear ip pim sparse-mode bsrrp-set*. ... i 1950
clear ip pim sparse-mode packet statistics.................ooiiiiii, 1951
clearip prefix-list ... ..ot e e 1347
Clear P P rOULE . et e e e et e e 1649
Clear P P rOUTE . .ot e e e e et et e 994
clearipvbedhcp binding. ..o 3231
clearipvedhcp client. ... ... e 3233
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clearipvb mld group. ..ot e 1883

clearipvemld interface........ooviiiiiii i e 1884
clearipvemld ... ..o 1882
clear ipv6 mroute pim sparse-mode........covvviiiiii i 2006
clearipvb MroUte PiM ..ot i e et e 2005
clearipvb mroute statistics. . .....vueitiien i e 1917
Clear PV MIOULE. ..ottt e e et e et ee e 1916
clearipvbneighbors ... ... e 9209
ClearipVvb OSPf PrOCESS. . vttt e e 1206
clear ipv6 pim sparse-mode bsrrp-set™® ... i 2007
Clear PVl P rOULE. ..ottt e e et e et 1051
ClearisakmP Sa . ov v e e 3805
Clear laCP COUNTEIS. . vttt e ettt ittt 683
clearlineconsole ... ..o e 220
Clear [N VLY . ot e e e 221
clear IIdp statistics . ..o v e e e e 3355
clearlldptable. ... ..o 3356
clearlogbuffered. ... ... ..o e 385
clearlog external ... ..ouiiin i e e e 386
clearlog PermManent .. ..oov it e e e e e 387
ClEar Og. ot e e e 384
clear mac address-table dynamic............ ... ol 528
clear mac address-table static...........c.cooiiiiiiiiiiiii 529
clearmac-filtercounter ... ... 563
clear ping-poll. . ..o 3545
(el =TT o o T f elo 11 | {= 530
clear pppoe-ac statistics ......ooviiiiii i e 751
clear radius dynamic-authorization counters ...............c.ccoiiiiin 2370
clear radius local-server statistics. ..ottt 2404
clear snmMpP-diSCOVEIY ...t e 3136
clear spanning-tree detected protocols (RSTP and MSTP) ................. 610
clear spanning-tree statistics.......covvvin i e 609
Clear SN . . e 3442
client (pppoe-relay). ......covuiiiiii i e 752
ClieNt (FrAadSECPIOXY-SIV) .« .ttt ittt ettt et e i aeieneeens 2399
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client mutual-authentication. ...t e 2401

clientname-check . ... ... e 2402
client trustpoiNt . ..o e 2403
ClOCK SBL. . et e 303
clock summer-timedate ... .. ..o 304
clock summer-time recurring . .....o.ouvutnii e 306
ClOCK TIMEZONE . . ettt et 308
clone (@mf-Provision) ..ot i e e 2691
community read-only (wireless-ap-prof-snmp) ................oool.l. 2875
community trap (wireless-ap-prof-snmp)..........coooiiiiiiiiiiinnn, 2877
compatible rfcT583 ... . i e 1096
configure boot config (@mf-provision).................oooiiiiiiiL, 2693
configure boot system (@amf-provision) ..., 2695
configureterminal. ..o e 134
conn-capability protocol (wireless-network-passpoint-hs20) ............. 2878
connection-limit (firewall). . ... ... 3571
CONNECHiON-10g BVENTS . ..ottt e 3573
CONNECHION-I0g EVENTS . ..o e ittt 388
consecutive probe loss. . ...t e 1777
control-vlan . ..o e 2880
Copy (@MF-Provision). .. ..ottt 2697
COPY (fileName) . . ..o e 170
copy buffered-log ..o e 389
COPY dEDUG .t e e e e 172
copy fdb-radius-users (tofile) ... 2405
copy local-radius-user-db (fromfile).................oooiiiiii i, 2407
copy local-radius-user-db (tofile) ... 2408
COPY PEIMANENt-l0g . ..ottt e e e et 390
copy proxy-autoconfig-file....... ... 2256
Fale] o3V {8 [ a1 Vo Tl i e 1S 173
COPY STArtUP-CoONfig. . ..ot e 174
copy web-auth-https-file. ... 2257
Fele] o3V 0 o T =1 o' I 175
countersdetailed....... ..o e 3727
Fao U] 1 g2 ele Yo =P 2881
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create (@amf-provision) . .......couuiiii it e e 2698

create autoboOot ... ..o 176
critical-interval .. ... e 3546
Crypto ipsec profile . ... e 3806
cryptoisakmp ey . ..o e 3808
CrYPLO iSAKMP PEET . ettt e e e e 3811
cryptoisakmp profile ... 3813
crypto key destroy hostkey. ..o 3443
crypto key destroy Userkey. ........ouvuinini it 3444
crypto key generate hostkey ... 3445
CrYPtO KEY GENEIatE IS .\t vttt ittt ettt e e e e eieneeenns 2481
crypto key generate USerkey . ........ouvuiuin it 3447
crypto key pubkey-chain knownhosts ...l 1651
crypto key pubkey-chain knownhosts..................o il 3449
crypto key pubkey-chainuserkey. ..o 3451
CrYPLO KEY ZEIOIZE . .ottt 2482
crypto pkiauthenticate ........ooviiti i e 2483
crypto pki enroll local (deleted) ..o 2409
crypto pki enroll local local-radius-all-users (deleted) .................... 2410
crypto pki enroll local user (deleted). ..., 2411
crypto pkienroll user ... 2485
cryptopkienroll ... ..o 2484
crypto pki exportlocal pem (deleted) ..o, 2412
crypto pki export local pkecs12 (deleted) ... 2413
Crypto PKi @XPort PeM ...t e 2487
Crypto pki eXport PKCST2. ..o 2488
Crypto PKi iMPOrt PEM . et e e et e e 2490
crypto pkiimport pKesT12. .. .o 2492
crypto pki trustpoint local (deleted) ... 2414
Crypto PKi truSTPOINT. ..ot e e e 2493
custom-failure. . ... 848
CUSTOMI=SUCCESS. « o ettt ettt ettt e ettt e e ettt e ettt aeeanens 849
day (wireless-task) . ... ..o e 2882
o - 2 3504
ddnsenable. ... .o e 850
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AddNS-UPdate NOW ..ottt e e e e e e e 853

ddns-update-method. ... 851
deadtime (Idap-Server). .....ovei i e e 2343
deadtime (RADIUS SEIVEr groUp) . ..v v ene v eit e eietieeennanennnns 2371
deauth-reg-timeout (wireless-network-passpoint-hs20).................. 2883
debug 2fa . ... i e 2468
debugaaa. . ..o 2320
debug antivirus. ... e e e 3676
debugatmfpacket ... 2702
debugatmf. . ... e 2700
debug bgp BGPONlY) ..o 1348
debug core-file. ... e e e 309
debug crypto pki (deleted). ... ..ot 2415
debugddns ... e 854
debUg dotTX .. e e 2120
debug fiber-monitoring. ... e 360
debugfirewall. ... ... 3575
debug igmp . ..o 1832
debugipdnsforwarding. ...t e 855
debugip packetinterface.........ooviiiiiii i e e 798
debugipvb ospfevents . ... ..o e 1207
debugipvb ospfifsm ... 1208
debug ipvb ospflsa. . ..o e 1209
debugipvb ospfnfsm. .. ... e 1210
debugipvb ospfpacket........ooiriiiiiii i e 1211
debug ipvb OoSpfroute .. ..ot e 1212
debug ipv6 pim sparse-mode packet.........ciiiiii i 2010
debug ipvé pim sparse-mode timer .........cooviiiiii i 2011
debug ipvé pimsparse-mode . ........ccoiiiiiiii i e 2008
debUG ipVO FiP. .ot e 1052
debugisakmp . ..o e 3815
debUg 2t oo e e e 3914
debUg lagp . ot e e 684
debugldap client.... ... e 2344
debug linkmon ... ..o i e 1779
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debug lldp ..o e 3357

debugmail. ... ..o e 3411
debugmld ... .o 1885
debug mstp (RSTP and STP) .. ..iu it e 611
debug NnsSmMmMCast ... 1919
debugnsmmecast ...t 1920
debUg NSM . . e 1918
debug ospfevents. . ..o e e e 1097
debug ospfifsm ... e 1098
debug ospflsa. ..o e 1099
debug ospf Nfsm ... 1100
debug ospPf NSM .. i e 1101
debug ospfpacket. .......oiniiiii i e 1102
debug OSpPf rOUtE . ..ot 1103
debug pim sparse-mode timer.........ooviiiiiiii i e 1954
debug pimsparse-mode. ...t e 1953
debug ping-poll . ..o e 3547
debug platform packet ... e 531
debug policy-based-routing .........cooiiiii i 1615
UG PP oot e e e 707
debUG PPPOE-AC. .ottt e 753
debugradius ... ... 2372
AebUG P oo e e 996
debUg SNMIP. .o e 3311
debugsshclient. ... e 3453
debug ssh server ... ... e 3454
debug traffic-control. ... 2074
debUg trigger o e 3506
debUg VITP EVENTS ..ot e e 2534
debug vrrppacket. .....cooiiii i 2535
AEbUG VITD e 2533
debugweb-control. ... ..o e 3707
debug Wireless . ..ot 2884
defaultlog buffered ........ ..o e 391
defaultlogconsole ..o 392
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defaultlogemail ... ..o e 393

defaultlogexternal....... ..o e 394
default log host. . ....cooiii e 395
defaultlog monitor. ... ..o e e 396
defaultlog permanent. ... . ...ttt e 397
default-action ... ..ot e 564
default-information originate (IPV6 RIPNG).........ccovviiiinininann... 1053
default-information originate (RIP) .........ccviiiiii i 997
default-information originate ... 1104
default-information originate ............co i 1213
default-metric (IPV6 OSPF) .. ...t 1214
default-metric (IPVE RIPNG). .. covt i e 1054
default-metric (OSPF) .. ... e 1105
default-metric (RIP) . ... e 1653
default-metric (RIP) . ...t e 998
default-protocol-action ... e 566
default-router . ... ..o 3156
delete (@aMFf-Provision) .......couuiiiiiii i e e 2705
deletedebug. ..o e e e 178
delete mail .. ... e 3412
delete . .. e 177
description (@mf-container) ... e 2709
description (@Quth-profile) ....... ..o 2258
description (domain-list) . ......ooviiiii i e 856
description (interface) ... e 483
description (ping-polling) . ... 3548
description ((rigger) . .vvvi et e e e e e 3507
description (VRF) ... e e et e e e 1654
description (Wireless-ap) ....ovvvriii ittt 2886
description (wireless-ap-prof) .......coviiiiiii i 2887
description (wireless-mac-flt) ..o 2888
description (wireless-network) ........cooviiiii i 2889
description (wireless-sc-prof). ... 2890
description (wireless-task) ... 2891
description (Wireless-trigger) . ....o. i 2892
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desSigNated-aP . . cv vt e 2893

destination (linkmon-probe) ...t 1781
destination [2tp . ..ot 754
deStinatioN . . .o .ot e 3915
dgaf enable (wireless-network-passpoint-hs20)..................oeeee. 2894
Aire e 179
disable (Privileged ExXecmode) . .....o.vuiiiiiniiii it 135
disable (VRRP) . ... 2536
AISCOVEIY . ettt e e e e e 2707
distance (BGP and BGP4+) ... ..ot e 1350
distance (IPV6 OSPF) . .. .ot e 1215
distance (OSPF) . ... e 1106
distance (RIP) . ..ot 1655
distance (RIP) . ... .ot e 999
distribute-list (IPVO RIPNG). ..ot e 1055
distribute-list (OSPF) . .. ... 1108
distribute-list (RIP) . ... e e 1000
distribute-list (RIP) . .. ..o e 1656
dns-server (DHCPVE). ...t 3234
ANS-SBIVET . . ettt e e e e 3157
o o T 136
AOMaIN. . e 857
domain-name (DHCPV6) . .. ..ot 3236
domain-name (wireless-network-passpoint-dot11u)..................... 2895
dOMaIN-NAME . .t 3158
domain-Style ..o 2416
dot11u (wireless-network-passpoint).........ccoviiiiiiii i nnen... 2896
AotTX aCCOUNTING. ..ttt e e e e et e ettt e 2118
dotlxauthentication ...........oiiiiiiiiiii i 2119
dotlx control-direction .........cooieiii e 2121
o 1o YT o AP 2123
dotTX €aPOI-VEISION .\t e e 2124
dotlxinitializeinterface ..o 2125
dotlxinitialize supplicant. ... 2126
dotTX KeYtransSMit ..o e e e e e 2127
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dotTx max-auth-fail. ...ttt e e 2128

dotTXmax-reauth-req ........cooviiiiii i i it 2130
dotTX POrt-CONtrol. . ..o e e e 2132
dotTX timeout tX-Period .......covriiiii i e 2134
dpd-interval. ... e 3817
APd-tIMEOUL ..ot e e e e e e 3818
APi CAtEGONIZE . ottt e e e e e e 3675
o 10 3728
o 0] o 3596
dscp (liNkmon-probe). ... e 1783
o [T of o 1A 3598
AUM-Period .o e e e 2897
dup-auth-received (wireless-network) . ..., 2898
AUPIEX et e e 533
dynamic-vlan enable (wireless-sec-0sen) ........cooviiiiiiiiiiineinen.. 2899
=T o 1 480
=T L P 181
egress interface (linkmon-probe)............ ..o 1784
egress-vlan-id (radsrv-grp) . ....ouve v i e 2417
egress-vlan-name (radsrv-grp) . ....oveven ittt 2418
email-attribute (Idap-server) ........c.ooiiiiiiii i e 2469
emergency-modeusbenable.......... ... i 2902
emergency-mode Usb Key ... ... e 2903
EMErgeNnCY-MOAE . ...ttt ettt aeaaeaens 2901

emergency-service-reachable enable

(wireless-network-passpoint-dot11u) ...........cooeiiiiiiiiinnnan... 2905
eNable (dPi) .. e 3729
enable (linkmon-probe). ... 1785
enable (Nat) . ..o e 3630
enable (Privileged Execmode) ... 137
enable (VRRP) ... e 2537
enable (web-redirect)....... ..o 272
enable (WIreless). .. ..o 2906
enable (Wireless-ap) . ....coviiiiii i e 2907
enable (wireless-ap-prof-radio). ........cccoviiii i 2908
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enable (wireless-ap-prof-snmp) ......cooiiii i e 2900
enable (wireless-network-cp) ........ooiiiiiii i 2909
enable (wireless-network-passpoint) ..........cooiiiiiiiiiiii i, 2910
enable (Wireless-SeC-WeP). ..o .vvr ittt et et 2911
enable (wireless-task) .. ........vovuiriii e 2912
enable (wireless-wds) . .......ooiui i 2913
enable db-summary-opt.......c.coiiii i e 1110
enable PasSWOId . ...t e e 222
enable secret (deprecated)........covviiiii it 224
encapsulation dotlq. ..ot e 703
ENCAPSUIATION PPP. et e 3916
ENCAPSUIATION PPP. e et e e e e 509
ENCAPSUlATION PPP. e e e e 710
BN L e 139
(<] Ve o] o et Yo TU | ¢ AP 3757
enrollment (ca-trustpoint) .......coviiiii i i 2494
entry (endpoint-manual). ... 3759
erase factory-default. ... ... e 183
erase factory-default. ... 2710
erase proxy-autoconfig-file ... 2259
erase startup-Config . ...t e 184
erase web-auth-https-file ......... ..o 2260
L2y el 8T L= o o 1S 273
EXCIUAE ASt-iD et e e 275
EXCIUdE P et e 277
EXCIUE MAC. . et e 278
exclude Url ... e 279
exclude-entry (endpoint-manual) ........... .. i 3761
exclude-entry (endpoint-office365) .........cooviiiiiiiiiii i 3763
EXeC-HIMEOUL . ..o e 225
BXI st e 140
exit-address-family ... . e 1352
EXPECt-NIMI-TESPONSE ...ttt e e e e 858
=)o To ] o d 0 = o S AP 1657
external-page-url . .. ..o e 2914
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Al COUNT. .t e 3549

fiber-monitoringaction........ ... 362
fiber-monitoring baseline. ... 364
fiber-monitoringenable ... ... e 366
fiber-monitoring interval...........oo i 367
fiber-monitoring sensitivity ...... ... 368
filter-endpointincludeall ... 3768
filter-endpPoint. .. ..ot e e 3765
filter-entry exclude type .....coini i 3772
filter-entry exclude ... ..ot 3770
11 =] =Y 0 Y 2915
fingerprint (Ca-trustPoiNt). . ....oii i e e 2495
firewall. ..o 3574
firmware-url. . ... e 2711
flowcontrol (SWItCh POrt). . ...ov ittt 534
flowcontrol hardware (asyn/console)..........c.coiiiiiiiiiiiiian... 227
follow-redirects. . ....o.i e e 859
force-disable (wireless-ap-radio) ..........ccoiviiriiiii i 2917
force-power-save-disable . ... e 2918
fullupdate (RIP) . ..ot e e e e et e e e 1001
fullupdate (RIP) . ..ot e e e e e 1658
gas-address-behavior (wireless-network-passpoint-dot11u).............. 2919
gas-comeback-delay (wireless-network-passpoint-dot11u) .............. 2920
get-before-submit. ... 860
GO PATAMS . o ettt e e e 861
GroUP (FadSIV) .t e e e e e e 2419
groUP-attribULE. ..o e 2346
o Lo T o R [ o T 2347
ha @SSOt ..ottt 2522
help radius-attribute. ... e 2421
V=] 1o 141
hessid (wireless-network-passpoint-dotT1u)...........ccovviiiiininn.... 2921
hide-ssid (wireless-network) .........c.coviiiiiiiii i 2922
hOSt(DHCP) ..ot 3159
oSt (Idap-SEIVer) . ..t e e e 2348
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NOST (NETWOIK) . . v vttt et e et e e 3600

1T A T =T P 111
hostname (application) ...t e e 3731
host-name (ddns-update-method) .............c.cooiiiiiiii i, 862
OStNAME . o 310
hs20 (wireless-network-passpoint) .........c.oviiiiiiiiiiii it 2923
Yo X el 1T=] o ARV o P 147
http client V. . e e e 1659
http log webapi-requests . .......coviiii i 146
D PO ot e 149
P SECUNE- PO . ..ot e e e e e e 150
Rt trUSTPOINT .ottt i e e e e e e 151
D VI e e 148
N D VI . e e aa 1660
http-enable . ... 2713
WY P, . e 2924
[Tl 3 o R elo o A P 3602
[ 0 o 7/ o PP 3604
identity (@mf-provision)..........coiiiiiiiiii e 2715
idle-time (web-redirect). ... ... i 281
1Y 0] o o 10T o 1S 1661
10T 1= G 2926
initialization-buttonenable ........ .. ... i 2927
instance Priority (MSTP) . ...ttt e e e et 615
instance vIan (MSTP) . ... .t e 617
INterface (PPP) . . ..ot 712
interface (o coNfigure) ..... ..ottt 484
interface (traffic-control) . ... i 2075
interface dynamic-virtual-bandwidth................ ... ... ... o 2077
interface tunnel (GRE). .......ouiii i 3867
interface tunnel (IPSEC). . ... vuei et e 3819
interface tunnel (IPV6) . ... ..o 3978
interface tunnel (L2TPV3) ...t e 3946
internet-access enable (wireless-network-passpoint-dot11u)............. 2928
interval (linkmon-probe) ... .o e 1786
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IP (PING-POIING) .o eet e e e e e e e 3550

P address (NOSt) .. ou i i e e e e e e 3606
ip address (IP Addressing and Protocol) ............ccooiiiiiiiiiiet, 3979
ip address (IP Addressingand Protocol) ............cooviiiiiiiiiiiiii, 800
ipaddressdnCp . ..oeiii e 3160
ipaddressnegotiated. . ... ..ottt e 713
ip community-listexpanded ...l e 1355
ip community-liststandard .......... ..o e 1357
ipcommunity-list. .. ... o 1353
ipddns-update-method ............. i 863
ipdhcp bootpignore . ... e e 3162
ipdhcpleasequeryenable . ... ... e 3163
P ANCP OPtION. .. et e e e 3164
IPANCP POOL. ..o 3166
ip dhcp-client default-route distance............cocviiiii i, 3167
ip dhcp-client request vendor-identifying-specific.................o.l 3169
ip dhcp-client vendor-identifying-class. ..., 3170
ip dhcp-relay agent-option checking ...t 3173
ip dhcp-relay agent-option checking.........oooviiiii i, 3239
ip dhcp-relay agent-optionremote-id ...........oviiiiiii i, 3174
ip dhcp-relay agent-option remote-id .........coiiiiiiiii i 3240
ip dhcp-relay agent-option ........ooviii i e 3171
ip dhcp-relay agent-option .......cooiii i e 3237
ip dhcp-relay information policy ... 3175
ip dhcp-relay information policy ... 3241
ipdhcp-relay maxhops .......oiiiiiiin i 3177
ipdhcp-relay maxhops ......ooviiiiii i e 3243
ip dhcp-relay max-message-length. ..., 3178
ip dhcp-relay max-message-length. ..., 3244
ip dhcp-relay server-address .......o.vine i 3180
ip dhcp-relay server-address ......covuviin i e 3246
ip dhcp-relay use-client-side-address. .........ccoviiiiii i, 3182
ip directed-broadcast. ........oiiiiiiii e 802
ipdnsforwardingcache ...t e 865
ip dns forwarding dead-time. ..ot 867
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ip dns forwarding domain-list. ... 868

ipdnsforwarding retry ...t e 869
ip dns forwarding source-interface ...........c.co i 870
ipdns forwarding timeout .........coiiii i e 871
ipdnsforwarding. .......ooiiiiiiii i e 864
ipdomain-list. . ... 872
iIPdomMaiN-looKUP .. ..it i e 873
P AOMaAIN-NAME. ..ttt e e e e et e e e 875
ip extcommunity-listexpanded ........ ... i 1359
ip extcommunity-liststandard ......... ... i 1361
Pforwarding. ......ooouieii e 804
ip forward-protocol udp ....coviiii i e 805
ip gratuitous-arp-link . ... e 807
iphelper-address. ..o e 809
ipicmp error-interval . .....oii i e e e 811
P ICMP-TIMEStaMID ot e e e e e 812
ipigmp flood specific-query ...... ..o 1834
ip igmp last-member-query-count ..ot 1835
ip igmp last-member-query-interval...........ccoiii it i 1836
P IgMP MaXiMUM-GIOUPS .. v v vttt ettt eene et raiteraneennneenns 1837
P IgMP MEOUTE-PIOXY ettt ettt ittt a e i a e eanns 1839
P IgMP PrOXY-SEIVICE. . o vttt ettt ettt e e i e e eneennens 1840
ipigmp querier-timeouUt ... ....vvtii ittt 1842
ipigmp query-holdtime ... . ... i 1843
ipigmp query-interval ... ... 1845
ip igmp query-max-response-time .........vutvitiineneeneeneennennenns 1847
P IgMP ra-OPtiON. .ottt et e i e 1849
ip igmp robustness-variable ......... ... i e 1850
ipigmp snooping fast-leave. ..........ooiiiiii it e 1852
iP IgMP SNOOPING MIOULEN . ..ttt ettt e i i eeieaens 1853
P IgMP SNOOPING QUEIIET . o vttt ettt et e i i et eieeneennennenns 1854
ip igMp SNOOPING repPOrt-SUPPIESSION ..ot e et tei e naneenns 1855
ip igmp snooping routermMode ........covriiii it 1856
ip igmp snooping source-timeout. ... ....ovtiit i ni i niennens 1858
ip igmp snooping tcn query solicit .....oovvv it 1859
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P IgMP SNOOPING. « e ettt ettt et et e e eaeeaneeenns 1851

ipigmp source-address-check ... 1861
ip igmp startup-qQUEery-CoUNt. . ...ttt e i i eenens 1862
ip igmp startup-query-interval ......... ... i 1863
P IgMP IrUStEd . ot e 1864
P IgMP VeISION . ¢ ettt et e i e e i 1865
(1038 Lo 12101 o TS PP 1833
ip limited-local-proxy-arp ... ...c.eoini i 3631
ip limited-local-proxy-arp . ......cooiini i 813
P local-pProxXy-arp. ....vue i e 815
1030 01 {0 10 | (AP 1921
ip multicast handle-igmp-immediately ..o, 1923
P MUIICAST FOULE. . oot e e e ettt e eaaas 1924
ip multicast route-limit. ... i e 1926
ip multicast wrong-vif-suppression. ...........ooviiiiiiiiiiiiiinan... 1927
P MUILICAST-TOULING ..ot i e e ettt aeas 1928
ip name-server preferred-order ... 878
[T g T 10 =TT Y= APt 876
ipospfauthentication .........oovtiiii i it 1112
ip ospf authentication-key ......... ... 1113
P OSPF COST. ottt e 1114
ipospfdatabase-filter. .........ooiuiiiiii i 1115
ipospfdead-interval.. ...t 1116
ipospfdisableall..... ..o e 1117
ipospfhello-interval. ... e 1118
ip ospf message-digest-Key .......coviiiniiiiiii i 1119
P OSSP MU . Lt e e e e e e e 1121
P OSPf MEU-IgNOre. .. i e e e e e 1122
IPOSPF NETWOIK. ...t e e e 1123
10301 o3l o) 4 1o 41 17/ 1124
P OSPf resynNC-tiMmeEOUL. . ....oui it 1125
ip ospf retransmit-interval ........ ..o e 1126
ipospftransmit-delay. ........ ..ot 1127
(1038 010 0 IF= 1) o= 1 ol o TS0 P 1956
ippimbsr-border. ... 1957
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ippimbsr-candidate. ...t e e 1958

ip pim cisco-register-checksum .......... ... . i 1959
P PIM CrP-CiSCO-PrefiX .. ..ot 1960
P PIM Ar-Priority . ..ottt 1961
ippimexclude-genid ... e e 1962
ip pim ext-srcs-directly-connected ...l 1963
ip pim hello-holdtime (PIM-SM) .. ..o e e 1964
ip pim hello-interval (PIM-SM). ...t e 1965
ip pim ignore-rp-set-priority ........cooeiiuiiiiiiii it 1966
P PIM JP-TIMer e e e e e 1967
ip pim register-rate-limit.........cooii i e 1968
ip pim register-rp-reachability............ccoii i 1969
P PIM FEGISTEI-SOUICE .\ttt ittt e e et et e eannens 1970
iP PIM register-SUPPresSiON ... .vv ettt i e i i e eaens 1971
P PIM IP-addresS . .o v ettt e e e e e 1972
ippimrp-candidate. ........oiiii i e 1974
ippimrp-register-kat ... e 1975
ip pim sparse-mode join-prune-batching................ ... L 1977
iP PIM SPArse-MOAE PASSIVE. oottt ettt e e ie i eie e neenenans 1979
ip pim sparse-mode wrong-vif-suppression. ..........coevviie i 1980
P PIM SPArSE-MOAE ...\ttt e et ettt 1976
ip pimspt-threshold ... ... e e 1982
1030 o] 1001517 o 2 1R O P 1983
P POHICY-TOULE. . et 1616
P POICY-TOULE. .ot e e 1787
P Prefix-list. . ..o 1003
P Prefix-list. ..o 1363
1038 o] 014 V=1 1 o J 816
ip radius source-interface ... e 2373
1031 =T 1= ot {30 P 817
ipresolve-via-default ........... i e 964
ip rip authentication key-chain......... ... i 1005
ip rip authenticationmode. ... 1007
ip rip authentication string. ........c.viii i 1009
P HP rECRIVE VEISION. . ottt ittt ettt e e aeneenieanaens 1012
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P rip receive-Packet .. .ot i e e e 1011

ip rip send version 1-compatible ...t 1016
PP SENA VEISION ..ot e e et 1014
ipripsend-packet ... ..o e 1013
P rip sPlit-horizon . ..o 1017
iproutestaticinter-vrf ... ... 1662
P rOULE VI Lo e i e et et ettt 1663
1o T8 o 101 (< PP 965
P SUDNEE . o e e e 3608
P SUMMArY-address P . ..ottt e e e iee e 1002
iP tacacs SOUICe-INtEITACE . ..ottt it 2513
T o R o X Te |1 T ol 113 P 3890
P ECP AdJUST-MISS L\ttt et e e 3981
1o R o I To |18 1 00 113 P 486
[T o R o I To |1 1 2 T-1 P 715
P tCP SYNACK-TEIIIES .\ttt e i e ettt 818
ip tcp timeoutestablished ... i 3576
iptcp timeoutestablished ... 819
P ICP-TIMESTAMP ..ottt e e e e e e 820
ip tftp source-interface. ... e e e 185
PP VI L e 1666
PP VI L 186
PuNNUMbEred. ... o e 717
ipunreachables ... ... e e 821
PV forwarding. .....ooiii i e e e 1668
P VI e e e 1667
iP-address (Wireless-ap) . ..ouv et et e e 2931
ip-addr-type-availability (wireless-network-passpoint-dot11u) ........... 2929
[0 (=1 0101 = [0 o 1S PP 3745
0 13 P 3650
ipv6 address (DHCPVO PD) ..ot et 3248
IPV6 address (NOSt) . ..oer i e e e e e 3610
ipv6 address autoconfig .........oiiiii i e 912
PV address dNCP .. ovv i e 3250
PV address SUTTIX . ..\ ve ettt et et i 914
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PV @ArESS. . oottt tt ettt et e e e e e e 3983

10177 T Lo L= 910
ipv6 ddns-update-method ... 879
ipvedhcpclient pd ..o e 3252
IPVO ANCP OPtioN ..ot e e e e 3254
IPVO AhCP POOIL .. e 3256
103 VL6 X e | el o Y=Y Y=Y PP 3258
PVB ENable. ..o e e e e 915
ipv6 euibd-linklocal . ... e 917
IPVE forwarding ......oovuini i e e 918
ipvbicmp error-interval. ... ... ii i e e 919
IPVO 10Cal POOL. .. e e e e e 3260
ipv6 mld last-member-query-count ...t 1887
ipv6 mld last-member-query-interval..............cooiiiiiii i 1888
ipv6 MId querier-timeout . ....o.v i i e e e 1889
ipvé mid query-interval . ... e 1890
ipv6 mld query-max-response-time ........c.coieiviiiiiini i, 1891
ipv6 mld robustness-variable ......... ... 1892
ipv6 mld snooping fast-leave ..o 1895
iIPV6 MId SNOOPING MIOULEY . ...ttt e e i iaenans 1896
iIPV6 MId SNOOPING QUEKIEN . ..ottt e e e et ee e eieaeas 1898
ipv6 mld snooping report-SUPPreSSION . ...vuve v nt i enineiennenens 1899
IPVO MIA SNOOPING. « vttt ettt e e e i e ia e eans 1893
ipvé mld ssm-map enable..........cooiiiiiiiiii e 1901
IPVO MId Static-groUpP . .o vt e e e e e e 1902
IPVO MIA VEISION. ..ttt e e et 1904
PVO MU, L. e e e e e e 1886
PV MIOUTE . .ottt ettt et e e e e e i aieaaneenns 1929
ipv6 multicast forward-slow-path-packet...................coiiiiil, 920
IPVO MUITICAST FOUTE ..ttt e et e e ie e 1931
ipv6 multicast route-limit ... e 1934
IPVO MUILICAST-TOUtING . ..ot e e e i 1935
IPVE MUIthomMINg ... 921
ipv6 nd accept-ra-default-routes ... 922
iPV6 Nd accept-ra-Pinfo. ..ot e 923
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ipv6 nd current-hoplimit. ..o i e 924

ipvé nd dns search-list ........ ..o 926
PVO NA ANS-SEIVEI . . ettt e et e ettt et 927
ipv6 nd managed-config-flag ... 929
ipv6 nd minimum-ra-interval...........cooiii i e 930
ipv6 nd other-config-flag ...t 932
iPV6 Nd Prefix (DHCPVO). . ..ottt 3262
PVO N PrefiX. .o e e e e 933
ipv6 nd proxy interface ....... ..o 935
ipve ndra-interval ...... ..o e e 937
PV Nd ra-lifetime . ... e e 938
ipv6 nd reachable-time ...... ..o e e e 940
ipv6 Nd retransmission-time ..........ccviiiiiii ittt 942
ipv6 nd route-information ...ttt e e 944
iPV6 Nd router-preference. ..o e e 945
103 VLo 3 g Te TV o o =TT - 946
PVO NEIGNDOK . .. e e 947
iPV6 opportuNistic-Nd. .. ... e 948
ipv6 ospf authentication SPi.....vvv v ii i 1217
PV OSPT COSt Lttt e e e e e e e 1219
ipvb ospfdead-interval ... 1220
ipv6 ospf display route single-line.............ccooiii i 1221
iPV6 Ospf eNCryption SPi €SP «.viii i e 1222
ipv6 ospf hello-interval ... e 1225
ipvb ospfneighbor ... ... e 1226
PV OSPf NEIWOIK .. v it e ettt 1228
IPVG OSPf PriOritY . .vvt e e e 1229
ipv6 ospf retransmit-interval ... 1230
ipv6 ospf transmit-delay ........ ..o 1231
1o}V o1 g T 1) ef- 13 i o FO PP 2013
IPV6 PIM bSr-border ... o e 2015
ipv6 pim bsr-candidate ... e 2017
ipv6 pim cisco-register-checksum ............coiiiiiii i i 2019
IPV6 PIM Crp-CisCO-PrefiX. ...ovvr i e 2020
IPVO PIM Ar-Priority . oot e e e et e 2021
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ipv6 pim exclude-genid. .........oiiiiii i e 2023

ipv6 pim ext-srcs-directly-connected ... 2024
ipv6 pim hello-holdtime ... ..o e 2025
ipv6 pim hello-interval....... ..o e e 2027
iPV6 pim ignore-rp-set-pPriority ......c.oveinii i 2028
IPVO PIM JP-TiMer ..ot e e 2029
ipv6 pim neighbor-filter. ... ... i 2030
ipv6 pim register-rate-limit. ... e 2031
ipv6 pim register-rp-reachability ................ o 2032
PV PIM regiSter-SOUICE ..ttt ettt e e e e e e e enneanens 2033
IPV6 PIM register-SUPPreSSION. ..ttt et i i nenneeneennennenns 2034
ipvb pimrpembedded ...... ..o e 2038
IPVO PIM rP-address ..ottt e et e e 2035
ipvb pimrp-candidate ... ... e 2037
iPV6 pim rp-register-kat. ........vinuiiin i e 2039
iPV6 PiM Sparse-Mode PaSSIVE ... .vvr et i e i i i 2041
IPV6 PIM SParse-MOAE . ..o\ttt et et e et i ieneanas 2040
ipv6 pim spt-threshold. .......... oo i e 2042
103V o] 1 4 157 o 1SR PP 2043
PV pim uNicast-bsm. ... e 2044
IPVO POLICY-TOULE ...ttt et 1618
IPVO POLICY-TOUTE ..ottt e e e ie e 1790
IPVE Prefix-list . ... e e e e 1056
VO PrefiX-list . ..ot i e e e e 1365
IPVO rip Metric-offset . ...t e 1058
IPVO rip sPlit-horizon. .. ... e 1060
103V {0 11 (= AP 949
PVO FOUT . .ttt e et et 968
PVO FOULEr OSPf @r@a. .o v ettt ittt ettt et iieaeanas 1232
10}V (o 10 (=] g ¢ 1S PP 1061
VO SUDNET .ottt e e e e e e e e e 3612
PVO tCP A UST-MISS . ettt ettt et e e e e 3892
PVO tCP AjUST-MISS . ottt ittt ettt ettt et 3985
IPVO TCP ajUST-MISS . ettt ettt et e i e 488
PVO tCP A jUST-MISS . ottt ettt e e it 719
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ipVv6 tftp source-interface .. ... i e 187

ipvbunreachables . ... ... 951
ip-version (liNkmon-probe). ... .o e 1789
1o R V2= £ [0 o PP 3918
L= PP 1792
keepalive (PPP) . ... 721
key (wireless-sc-prof) . ....o.oiii i 2933
key (Wireless-SeC-Wep) . . ...t 2934
key (wireless-sec-wpa-psnl) ..o 2936
Key Chain. ... .o e 1019
Y . et e e e 1018
Y et e 2932
KEY-StIING .ottt e 1020
12tif enable (wireless-network-passpoint-hs20) ................coevvene. 2937
12tp peer-address dns-loOKUP . ... .o i 755
I2tp peer-address radius-lookup group ..ot 757
[2tp peer-address statiC.......o.viiv i e e 758
2P PrOfile .ot e 760
2t tunnel .. e 3919
[2tp UNMANAgEd POt . . vttt e et et 3921
[12tp UNMaNAged POt . ..ottt e e e e e e 3947
2tP-PrOfile . ot e 3922
I3-filtering enable. . ... ..ot 2079
I3-filtering enable. . ... 567
lacp global-passive-modeenable ...l 685
=Yl o 38 oo o o 4[] ¢ 1 /2 686
JaCP SYStEM-PIIO Y. o\ vttt et et e e e e e 687
=Y o 3 4T 10 688
= =] Y2 1794
[ =Y 0 T - A 2350
JBaS ettt e 3183
ledenable. .. ... i 2938
1= = Yoy -1 - 2939
enNgth (@SYN) .o vvee e e e 229
length (ping-polldata)........c.ooviviiiii i i e 3551
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length (Wireless-seC-Wep) ... ovviiii it et et 2940

license updatefile ... ..o e 260
licenseupdateonline. ... ...t 261
license-cert (@mf-provision) .........oiviiiii i e 2717
lifetime (IPsec Profile) ... ..o e 3820
lifetime (ISAKMP Profile) .......oouiniii e 3821
M. e e 230
INK-address .. ..o 3264
linkflap action ... oo e 536
INKMON QroUP ..ot e e e e i 1796
lINKMON Probe. . ... 1799
linkmon probe-history ..o e 1797
linkmon profile ... e 1801
lldp faststart-CouUNt . ... .ottt i et et 3358
lldp holdtime-multiplier ....... ... e 3359
lldp management-address . ........vuiviiii ittt 3360
lldp med-notifications .........coiriiii i e 3361
lldp med-tlv-select. ...t e e e 3362
lldp non-strict-med-tlv-order-check ..............ci i 3365
lldp notification-interval ... e 3366
lldp NOtIfications ... oei i e e e e 3367
lldp port-NUMbEr-type. ..o .ve e e e 3368
AP reinit. ..o e e 3369
D FUN L e e e e e 3370
] o o324 T3 0 Y=Y P 3371
ldp tlv-select. ... ..o e e e e 3372
ldp transmMit rECEIVE . .. ottt e ettt i 3374
ldp tx-delay. . ... 3375
load-balancing ...t e e e 1802
local authentication ... . ... i 3868
LOCal PrOXY AP ottt e e e 3633
[0tz B o]0 )14 V- T o J P 823
local-subaddress .........o.iuiiiii i 3923
locate (@Mf-provision) ...t e 2719
location civic-location configuration ... 3376
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location civic-location identifier.........cooviiiiiiii e 3380

location civic-location-id..........c.ooiiiiii i 3381
location coord-location configuration...............coovviiiiiinn.L. 3382
location coord-location identifier ............. ..o i 3384
location coord-location-id ........ ..o 3385
location elin-location ... ...t 3387
location elin-location-id. ... ... i i i 3388
logbuffered (filter) ... e e e 399
logbuffered exclude. .........coiiiiiiiii i e 402
logbuffered size........coovuiiiii 405
logbuffered. ..o e e 398
logconsole (filter) ... e e et e 407
logconsole eXclude .......ooeiiiiiii i e e 410
0g CONSOIE. ..ot e e 406
logdate-format. ........coiniii i e 413
logemail (filter). . ...ovir i e e et e 415
logemail exclude. ... e 418
logemail time . ..o 421
log email ..o e e 414
logenable destination...........coviiiiiiiii i e 2941
[0g BVENT-NOSt. ..t e e e e e 153
10g @VENT-NOST. ..ttt e 2721
logexternal (filter) .......ovniii i e e e 425
logexternal exclude ... ..ot e e 428
logexternal rotate. . .....ovie it e 431
logexternal Size ..o e 433
logexternal .. ... e e e e 423
l0g facility . . .ceee e 434
log host (filter). . .oov i e et 1674
I0g hoSt (filter). . ..ot e e 438
loghostexclude. ... ..ot e e e 1671
loghostexclude. ... ..ot e e e 442
IOg NOSt SOUICE ..ottt e e e et ettt 445
loghost startup-delay .........ooiiiiiiiii i e 446
I0g oSt timeE .o e e 1678
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IOg oSt timeE .o e e 448

1o o N T X1 o 1669
[0 2 o 1] P 436
loginterval neighbor-ap ........ooiii i e 2942
logmonitor (filter) .......oiiii i e e e 450
logmonitorexclude ..o e 453
log permanent (filter) . ... e 457
logpermanent exclude . ... ... e e 460
[Og PEIMANENT SIZE .o\ttt e e et e e e 463
Og PEIMANENT ..ottt e e e e e e 456
log rotate neighbor-ap. .....oovii i i e i 2943
log rotate wireless-client.........coviiiii it e 2944
log size wireless-client .........coitiiiii i e 2945
[Og trUSTPOINT. « vttt e 465
oG UI-rEQUESTS. . ottt e e e e e e e 3689
oG UI-rEQUESTS. . ottt e e e e e e e 466
loginauthentication ...t e 2321
login username (Wireless-ap)......oovuviiviniii ittt 2946
login-attribUTe. ..ot e e e 2352
login-fallback enable ....... ..o e e 2722
login-password (Wireless-ap) .. ...ovvreereii ittt iieeanenns 2947
[0 [0 U1 P 142
log-rate-limit NSM ... i e e e e e e 464
mac address-table acquire ... e e 537
mac address-table ageing-time ... 538
mac address-table static ...........cooo i 539
Mac-address (Wireless-ap). .« vvreit it e 2948
mac-auth critical-mode enable....... ... ... 2949
Mmac-auth mode ... ... i 2950
Mac-auth PassWOrd. ... e i i e e 2951
mac-auth radius auth group (wireless-network)...............oovvinn. 2952
Mac-auth Username . ... ...t e 2953
Mac-fiter. .. 569
Mac-filter-group egress . .. ..ot e 568
MaC-filter-group . . ... e 570
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MAC-leaIMING ..t e e e e 571

Mail fromM. e 3415
mail smtpserver authentication ........... ..o 3417
Mail SMEPSEIVEr PO, . ettt e e e e i 3419
Mmail smtpservertls. ... ..o e 3421
[0 11 I o =T 7= 3416
Ml . e e 3413
MaAlWare-ProteCtion ... ....viirii i e ittt 3663
Management address. . ....ovriiit i e e 2955
management-frame-protection enable (wireless-sec-osen) .............. 2956
management-frame-protection enable (wireless-sec-wpa-ent)........... 2958
management-frame-protection enable (wireless-sec-wpa-psnl) .......... 2960
match (Web-control) . ... ..o 3708
matchas-path. ... e 1367
matchas-path. ... i e 1572
MAatch COMMUNITY . ...t 1368
Match COMMUNILY .. ..o e 1573
matchinterface. ... ..o 1575
MAtCh P address . ..o e 1576
MatCh P NEXE-NOP . .ot e e e e 1578
Match ipve address. .. ..oviiii i i e 1580
matchipvb next-hop ... e 1582
MAtCh METIIC . ..o e 1583
MAtCh OFigiN. ..o e e 1584
MAtCh FOUTE- LY P . ottt et 1586
MAtC tag . e e 1587
MAX-ClIENES. .. ettt e 2962
max-concurrent-dd (IPv6 OSPF) . ......oi i 1234
Max-concurrent-dd. ... .....ouii 1128
max-fib-routes (VRF) ..o 1680
MaX-fiD-TOULES. . . ..o 312
MaX-fiD-TOULES. . . ... e 970
MAXIMUM =A@ .« ot ettt ettt et ettt et et a e et e et e aeaeeaeeaeeanenns 1129
MAXIMUM-PAtNS . .o e e e e e 973
MAXIMUM =PI X, Lt e e e e et et 1021
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MaAX-PAtNS. . o e e e 1370

MNAX-SESSIONS .« v ettt ettt et ettt ettt et e 762
max-static-routes (VRF) . ... 1682
MaAX-STAtiC-TOUTES . . .ottt e e 314
MaAX-STAtiC-TOUTES . . . ottt et 972
member (INKMoN-group) . ......c.vi i 1803
MESh-MOAE ... e 3962
Method ... 3963
0011 o) G101 =] o - = 519
KT . e 188
mode (web-redirect).........cooiiiiiiiiii e 283
mode (wireless-ap-prof-radio). ........cooviii it e 2963
mode (Wireless-Network-Cp) .......ouiiii ittt it 2965
MOAEIYPE . e e 2723
MOVEdEbUG. ... e 190
move rule (firewall) ... ..o 3577
MOVE FUIE (NAL) . ettt e e et 3634
move rule (traffic-control). . ... 2080
move rule (web-control) ... ... i 3710
00T 1Y 189
MU JUMDO .o e e e e e e e 490
MEU (PP ) o e 723
00 U 3987
U L e 491
MURICAST . o e e 1936
nai-realm (wireless-network-passpoint-dot11u).................c.oiui.s. 2967
T L 2420
T | PP 3635
Neighbor (IPV6 RIPNG). . ..o e e 1062
NEighbor (OSPF) . ..ot e et 1130
NEIghbOr (RIP) ..ot i e e et et et 1022
neighboractivate. ..o i e e e 1371
neighbor advertisement-interval...............ccoiiiiii i 1374
neighborallowas-in .........oo i e 1377
neighbor as-origination-interval ........... ...ttt 1380
C613-50640-01 Rev B Command Reference for AR3050S 94

AlliedWare Plus™ Operating System - Version 5.5.3-0.x



neighbor attribute-unchanged. ...t 1382

neighbor capability graceful-restart .............c.coiiiiii i, 1385
neighbor capability orf prefix-list. ..o 1388
neighbor capability route-refresh ...... ... ... ... i 1391
neighbor collide-established.................. i 1394
neighbor default-originate. ... 1397
neighbor description ........oooiiii i i e e 1400
neighbor disallow-infinite-holdtime.................coo i, 1403
neighbor dont-capability-negotiate................coooiiiiii 1405
neighbor ebgp-multihop ... 1408
neighbor enforce-multihop ... 1411
neighborfilter-list ... ... e 1414
neighborinterface. ... ... e 1417
Neighbor local-as ... 1419
neighbor maximum-prefix...........coiiiiii i 1422
neighbor next-hop-self ... 1425
neighbor next-hop-self ... 1683
neighbor override-capability...........coooiii i 1428
NEIGhDOr PaSSIVE .ottt e e i e e e e 1430
NEeighbor PassWord . ... ...t i i et e 1433
NEighbor PassWord . ... ..ot e e e 1686
neighbor peer-group (add a neighbor) .......... ...ttt 1437
neighbor peer-group (Create a Peer-group). .....ovvevvevreneerenennenens 1439
NEIGNDOr POt L.t e e e e 1440
neighbor prefix-list ... e 1443
NEIghDOr reMOTE-aS .. .ttt e e et 1446
NEIGhDOr FEMOTE-aS ..ttt e et et et eneas 1690
neighbor remove-private-AS (BGPonly) .........coooviiiiiiii i, 1449
neighborrestart-time. .........oi i i et e 1451
NEIghDOr FOUTE-MaP .. vttt e e e e eaeas 1454
neighbor route-reflector-client (BGPonly) .............ccoiiiiiiiiia... 1458
neighbor route-server-client (BGPonly) ..., 1460
neighbor send-community......... ..o 1461
neighborshutdown ... ... . i e 1465
neighbor soft-reconfigurationinbound.................... ... .ol 1467
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NEIghDOr tIMErS . .ot e e e e 1470

neighbor transparent-as ..........coiiiiiiiiii e 1473
neighbor transparent-nexthop...........ccooii ittt 1475
NEIghbOr UNSUPPIESS-MaP . .ottt ettt ie et e eei i eeneanas 1477
neighbor update-source . ........ooiiiii i e 1480
neighbor version (BGPonly) ...... ..o 1484
neighborweight. ... .o i e e 1486
neighbor-ap-detectionenable .......... ... i 2969
neighbor-managed-ap-detectionenable..................... ... ... 2970
network (BGP and BGP4+) ..ot 1489
NEtWOrk (DHCP) ... e 3185
NEtWOIK (RIP) . .ot e 1023
NEtWOIK (RIP) ..o e e 1693
network (Wireless) . ... ..o e 2975
NEIWOIK (ZONE) . ..ttt et 3614
NEIWOIK @r€a . ..ottt ettt e e 1131
network synchronization............ ..o 1492
network-auth-type (wireless-network-passpoint-dot11u) ................ 2971
network-type (wireless-network-passpoint-dot11u)...................... 2973
T2y Q=T V= 3186
no crypto pki certificate. ... ... 2497
nodebugall. ... .o e 315
NO debUg isakmp . ... e e 3822
normal-interval. . ... ... 3552
ntp authentication-key ......... ..o 3291
ntp broadcastdelay ..... ..o e 3292
ntp designated-serverenable...........coiiiiiiiiii i e 2977
ntp designated-server period .........coiiiiiii i e 2978
Ntp designated-Server ..........oviriiiii i e 2976
N D A O . i e e e e 3293
] 0038 o= < P 3294
Ntp rate-limit ... ... e e 3296
1 31 =1 o o 3297
10 0T = V= P 3299
] 0 0T o T | el 3301
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Oy O M. . e e e 880

operating-class (wireless-network-passpoint-hs20) ...................... 2979
operator (wireless-network-passpoint-hs20)............................. 2980
OPtIMISTIC- N . o e e 824
OPtIMISTIC-Nd . .o e e 952
OPLION (DHCPVE). ..ot e et ettt 3266
o) 011 0] o VA 3187
OSPf Aty PE . o e 1133
ospf restart grace-period. ...t 1134
ospfrestart helper ... .. ..o e 1135
OSSP rOUTEI-id. . oo e e 1137
OSU SSIA .ttt e e 2992
osustatus enable. ... ... i 2994
osu-providers friendly-name langname.................oooiiiii L 2981
osu-providersiconlangfile ...... ... 2983
osu-providers method-list ...........ccoiiiiiiiiii i 2985
Lo U o701V T =1 538 o T- I 2987
OSU-PrOVIAErS SEIVEI-UN. . vttt ettt ettt et et et e eeaneanens 2989
osu-providers service-desclangdesc.........cooviiiiii i 2990
Lo TU) e [ o 2995
overflow databaseexternal ........ ... 1139
overflowdatabase......... ..o 1138
pac-file http-Server Port. . ..o vr it 3774
pac-file proxy-address ........oiiiiiiii i e e 3776
pac-file template ...t e 3777
Page-proxXy-Url ... e 2996
parser-updatesenable. ... ... 3779
parser-updatesinterval ... e e 3780
passive-interface (IPV6 OSPF). ......oiiiii e 1235
passive-interface (IPV6RIPNG) .. ....oviiiii e 1063
passive-interface (OSPF) ...t e 1140
passive-interface (RIP) ... .ot it 1025
passive-interface (RIP) ...t i 1695
PSS POINT ettt e e e e e i e 2997
password (ddns-update-method) ... 881
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peer (Wireless-Wds) ... ..vurii it it e et e e 2998

peerdefaultipaddress ...t e 724
peer Neighbor-roUTE . . ...t e e e e e 726
permit host (wireless-ap-prof-snmp) .......ccooiiiiiiiiiiiiii i 2999
S et e 3823
PING IPVO . .ottt e et e e 953
11T S AP 1696
11T S PP 825
PING-POll . e e 3553
PKEIOSS vttt e i 1805
platform multicast-ratelimit. ...........cccoi i 1937
platform multicast-ratelimit. ... 540
070} 1= 511775 541
policy (traffic-control). . ... 2081
policy-based-routingenable ..o 1621
policy-based-routing ....... ... o i 1620
[0 Fo Tl (1o =Y o Rty =T V7= o P 2354
port (wireless-ap-prof-snmp) . ......o.viiiiiiii i 3000
power (wireless-ap-radio) . ........coiriiiiiii i e 3001
ppp authenticationrefuse .........cooiiiiiiii i e 730
pPpp authentication ... ...t e e e 728
PPP hOStNamME. ... e 732
PPRIPCP dNs SUFFIX-TiSt. .. ..ot e 736
pPPPipcp dns sUFfiX-list. ... e 884
070 031 oY o e | 13 734
0] 0] o T Tl o Y e [ o T30 882
PPP IPCP IP-OVeITide. ..ottt e e e e 738
PP PASSWOI . vttt ettt et e e e e e 739
ppp service-name (PPPOE) ...t 740
ppp timeoutidle. ... ... e 741
[0 o] o TN =14 =1 ¢ 1= S0 742
PPP-aUth-ProtoCol. . ..ot e e 763
0] 0 0 Lo = o PP 764
0] 0] 010 LT Tat =] Y/ = A 765
70 0101 (=] - Y P 766
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pre-authentication enable (wireless-sec-osen) ...........covvviiviienn.. 3002

pre-authentication enable (wireless-sec-wpa-ent) ....................... 3003
PrEEMPt-MOdE . .ttt i e et e e 2538
T3 1T o Vel 1807
prefix-delegation pool ..o e 3268
011 111 PP 2540
privilege level ... .o e e 232
probe enable. ... ..o e e e 3189
ProbE PACKETS . .\ttt e e e 3190
Probe tiMEOUL. ..ttt e e 3191
0 T0] o T8 1Y/ o TP 3192
Protect (@NTIVIFUS) ... ettt i et et e e e e 3677
protect (firewall). ... ..ot e 3578
protect (IP Reputation). ........viiii i et 3746
ProteCt (IPS) .ot e e 3651
Protect (MalWare) . ...iei ittt e et ettt e i ienaas 3664
protect (Url-filter) ..o e 3690
protect (Web-control) . ... ..ot e 3711
0] o) (=Tt 4 T0] o TR T 011 = PP 3924
protectionlocal-name ... e e 3925
protection profile. ... e 3927
Protection remMOtE-NAME. . ...ttt i et et 3928
protocol ethii (macfilter) ... e 572
protocol novell (macfilter) ... e 574
protocol sap (Macfilter) ...t e 576
protocol snap (Macfilter). ...t et 578
] €0 (oYl o S0P 3616
PrOVIAEr (APi). v v ettt e e e e e e 3732
Provider (IPS) ... ittt e e 3652
provider (Web-control). ... e 3712
provider kaspersky (@ntivirus) .........couviininin it 3678
provider kaspersky (malware) .........cooviiiiiiii it 3665
provider kaspersky (url-filter)....... ... 3691
provider proofpoint (IP Reputation) ...........coviiiiiiiiiiiian., 3747
proxy-arp enable ... ... e e e 3004
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PrOXY-aUth ... e 767

proxy-host (web-redirect) . .........c.cooiiiiniii i 285
PrOXY PO . ettt et ettt et e e e e e 2322
177 P 191
gos-map-set (wireless-network-passpoint-dot11u) ...................... 3005
radio (WiIreless-ap) ... .vviiii i e e e e 3006
radio (wireless-ap-profile) ... 3007
radius accountingenable ... e 3008
radius auth group (wireless-network-cp) ..........ccovviiiiiiiiiininn, 3009
radius auth group (wireless-sec-wpa-ent)...........ooveviineiiennenen.. 3012
radius authentication group (wireless-sec-0sen) ..........cvvvevvvnenn.. 3011
radius dynamic-authorization-client.................oooiiii i 2374
FAdiUS-SECUIE-PIOXY @@, « .+t vttt ettt ettt e e e e et eeeeneeennns 2323
radius-secure-proxy local-server..........cooiiiiiiiiiiii i 2423
radius-serverdeadtime ........ ... i e 2375
radius-Server NOSt .. ... .o e 1698
radius-Server NOSt ... ..ot 2376
FadiUS-SEIVEI KEY ..ottt e e e et e 2380
radius-serverlocal ... .. ... 2424
radius-server retransmit. ... .....o. oo n i e 2381
radius-Server timeoUL. . ..ottt 2383
=1 0 T 1= PP 3193
rd (route distinguisher) ... ... e 1702
FED0OT ..t 317
receive-packet-scheduler ... 318
recv-buffer-size (IPV6RIPNG) . ...oiiiii e 1064
recv-buffer-size (RIP) . ......ouiiii e 1026
T ol U Y P 2083
redireCt-Url ... o 3013
redistribute (intoBGP orBGP4+) . ... oiii i 1493
redistribute (iNto BGP or BGP4+) .. ..o 1703
redistribute (IPV6 OSPF). . ... 1236
redistribute (IPVERIPNG) . ....ooiii i 1065
redistribute (OSPF) . ... e 1141
redistribute (OSPF) .. ... o 1705
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redistribute (RIP). ... e 1707
FEgiON (MSTP) ettt e e e e e et e e e 619
FEKEY . .o e 3825
(1] o Y- To P 320
remote authentication.......... ..o 3870
remote-subaddress. ... ...t e 3930
[T 0T <T- | PP 3508
repeat-time (web-redirect) ... 287
restart bgp graceful BGPonly)...... ..o 1495
restartipvbospfgraceful....... ... 1238
restartospfgraceful ...... ..o e 1143
restartripgraceful. ... ...t e 1029
retransmit (Idap-server) . ... ..ot e e e 2355
Fetry-iNterval ... e e e 886
reViSion (MSTP) ... e e 620
rip restart grace-period ... ....viir i e 1030
L1010 11 P 192
rMoN alarm. ... e 3426
rmon collection history ...... ..o e 3429
rmon collection stats ... ..ot e 3430
FMON VENT. .ottt e e i et it i e nens 3431
roaming-oi (wireless-network-passpoint-dot11u)..............covvuennn. 3016
rogue-ap-detection enable (wireless).........cooviiiiii it 3015
route (IPVO RIPNG) ... e e e e 1066
FOUte (RIP) . . e 1031
roUte (RIP) .. e 1709
0] U1 =P 3194
[0 U 1 (= 0 0= o S P 1497
[0 U L (= 0 0= o JS P 1588
LT L= gl oo | o TP 1496
FOULEN IPVO OSPf Lottt i e et e et e e 1239
(01U (=TT o )Y/ I 1 o T PP 1067
router ipvé virp (INterface) ..ot 2542
T <Y o 1Yo PSP 1144
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0 T =] o 1Yo ) P 1712

(010 =T g T o T PP 1032
FOULEr VITP (INTEITACE) . .ottt ettt 2544
router-id (IPV6 OSPF). .. ... 1240
router-id (VRF) . ... e e 1714
FOUTEI-Id .ot e 1146
FOUTE-Target . .ottt e e e 1710
rsakeypair (Ca-trustPOiNt) .....vvvti i i e e e 2498
rule (firewall) . ..o 3579
rule (Macfilter). ... ..o e 580
0] <N (0= P 3636
rule (traffic-control) . ... 2085
rule (Web-control) ... ..o 3713
ruleip (macfilter) ... 582
rule ipve (Macfilter) ... ..o e e e 584
UL L e 3964
sample-size (liNkmon-probe) ..ot i 1809
SAMPIE-SIZE. ..ot e 3554
SC-channel. ... . e 3018
SC-PIOfilE . ot e 3017
£ o101 3509
search-filter ... o 2356
secure cipher (Idap-Server) . ... ..o et 2358
secure mode (Idap-SEIVer) .. ..uuuii i i e e 2360
secure trustpoint (Idap-server) ........c.oviiiii i i 2362
SECUNITY (WireleSS) . vttt e e e e e e e 3019
security (Wireless-network). . .....o.vie v in it 3021
security (wireless-wds) . ... 3022
security-password forced-change ... 234
security-password history. ..o 233
security-password lifetime ... e 235
security-password minimum-categories. . ........oouii it iiininiinaenn. 237
security-password minimum-length........... ... ...l 238
security-password min-lifetime-enforce ................ .ol 236
security-password reject-expired-pwd. ... ..o 239
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SECUrity-passSWOrd Warning .. .....eeueeeuener et eieaeaiaeneaenns 240

send-lifetime ... ... o e 1033
Server (Idap-group) . ... et e e e e 2363
SEIVEr (PPPROETEIAY) « vttt ettt e e e e e e 768
server (RADIUS Server groUp). .. .v e evr et eei et eei i eenenneaanans 2385
Server (radSeCPIOXY=-28Q) . ..t vv vttt eeetene et et e eateeaeeeneeneneenes 2324
SEIVEr AUTN-POIt .ot e 2425
Server eNable. . ... 2426
server mutual-authentication ........ ... ..o i i 2326
server name-check .......coeiein i e 2327
SEIVEr TrUSTPOINT. .ttt i i et e e 2328
server-url (web-redirect) ...... ..ot e 288
SEIVICE 2fa. it 2470
Service advanCed-VIY ......uiuinii i e 241
service atmf-application-proxXy.........c.ovvvriii i 2724
Service dNCP-relay . .ov it e e 3195
servicedhep-relay . ... e 3270
SEIVICE ANCP-SEIVEL . ettt e e et ettt 3196
SEIVICE M. et e 154
Service Password-enCryption. ....o.eur i e 242
£ =] Y/ Tl =N o] | o 1S 1984
SEIVICE PIMB. ittt ittt e ettt et e e e 2045
SErVICE SNMP-AiSCOVEIY . ittt ettt e et e ineeneneenes 3137
SEIVICE SSN. . 3455
service statistics interfaces counter. ...ttt 493
service telnet . . ..o e 243
service terminal-length (deleted)...........cooi i 244
serviceurl-offload ... ..o e 3781
SEIVICE WITElESS . o ettt e e 3023
Y=V (= =T o TP 769
L= (o] o T =T o 1P 3024
session-key-refresh-action ......... ... i 3025
session-key-refresh-interval............. ... o i 3026
session-timeout-action (wireless network-cp)..........c.oovviiiiiin... 3027
session-timeout-interval (wireless network-cp) ..........coovviiiiin.. 3028
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<] A= Te T £ <To F- | o] R0 P 1591

St AS-PAtN .t 1500
SEtaAS-PAtN .o e 1592
setatomic-aggregate . . ...t e e 1593
setcomme-listdelete. ... ..o 1594
SEt COMMUNITY ..ottt e et ea s 1501
SEt COMMUNITY .ottt e e e et i i et ieeneennens 1595
SEtAMPENING .« ittt e e e e 1597
Set eXtCOMMUNITY ..ottt et 1599
setip next-hop (routemap) ......oviiii e e e 1601
SEtiPVO NEXE-NOP ..o e 1602
setlocal-preference. .....cooviiii i e 1603
£ 00 1= PP 1604
St Mt I Y P .ottt e 1606
= o] [« || o 1S PP 1607
set originator-id ... ..o e 1608
(<3 o - T PP 1609
SEtWEIGNT . ot e 1610
Shared-Secret. .. .o e 3931
short-lease-threshold ... ... i 3197
show 2fa email-template. ...t 2473
SNOW 2fa USer. .ottt e 2474
SNOW 2fa USEIS. ..ottt e 2476
SNOW 2 L 2472
show aaalocaluserlocked....... ..o 2330
show aaalocaluserlocked......... ...t 245
SHOW Q@@ SEIVEI GrOUD .« vttt ettt et et e i eaeeieneeens 2332
Show antivirus statistics. . ......oovuiu i i 3680
SNOW aNtiVIFUS . ...t e e e 3679
show applicationdetail ... 3618
show application ...t 3617
show application-proxy threat-protection..................cooiiiiin 2725
show application-proxy whitelist advertised-address .................... 2727
show application-proxy whitelistinterface............................... 2728
show application-proxy whitelistserver ...........ccoviiiiiiii .. 2730
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show application-proxy whitelist supplicant......................... ... 2731

] o T T o o 1 1715
S OW Al .ot e 827
show atmfarea QUESTS . ...ttt e et e 2740
show atmfareaguests-detail...............cooiiiii i 2742
show atmfareanodes .........c.vuiininiiii i 2744
show atmf area nodes-detail ...........c..ooiuiiiiiiiiii i 2746
show atmfarea summary ....... ..ot 2748
Show atmfarea. .. . ..o 2737
show atmf authorization.............coooiiiiiii i 2749
show atmfbackuparea ........co.oiiirii i i 2756
show atmfbackup guest. ... i 2758
show atmfbackup......ccoiiiiii 2752
show atmf container. ... .. ..ot 2760
showatmfdetail...... ..ot 2763
show atmfgroup members ...t 2767
SHOW atmf groUP ..o e 2765
show atmfguestsdetail...........oooviiiii i 2771
ShOW atmf QUESES. ...ttt e e e 2769
show atmflinks detail.......... .o i 2776
show atmf links questdetail............ccooiiii i 2787
show atmf links guest. ... ..o e 2785
show atmf links Statistics. ..........veiniinii i 2791
show atmf links. . ... e 2774
show atmfnodes ... ... 2794
show atmf provision NOdes .........cviiiii it 2796
show atmfrecovery-file. ... 2798
show atmf secure-mode auditlink ............ ..o i 2802
show atmf secure-mode audit ....... ..ottt 2801
show atmf secure-mode certificates.............cooiiiiiiiiiin ... 2803
show atmf secure-mode sa. ........vvuiniin i 2806
show atmf secure-mode statistics ...... ...t 2809
show atmf secure-mode ...... ..ot 2799
showatmftech. ... ..o 2811
show atmf virtual-links. ... ... 2814
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show atmf working-set ..o i e e 2816

show atmf. ... 2733
show auth diagnostics . . ..o vt e e 2262
show authinterface....... ..ot 2263
show auth sessionstatistics. . .......ovuvriin it 2265
show auth statistics interface ... 2266
show auth supplicantinterface............cocviiiiiii it 2270
show auth supplicant. ... e e 2267
show auth two-step supplicantbrief ............. ...t 2271
showauth. .. ... 2261
show auth-web-server page .......oovvi i it i 2274
show auth-web-server........ ..o 2273
ShOW @UTODOOT . ...t 193
show banner external-manager..........c.coiiii it 321
show banner login. ..o e e 3457
show bgp ipv6 (BGPA+o0nly) ....cooiiniii 1503
show bgp ipv6 community (BGP4+only) ..o, 1504
show bgp ipv6 community-list (BGP4+only)............cooviiiiinin.. 1506
show bgp ipv6 dampening (BGP4+only) ........cooviiiiiiiniinininnn.. 1507
show bgp ipv6 filter-list (BGP4+only) .......covviiiiiiiiiii it 1508
show bgp ipv6 inconsistent-as (BGP4+only)............cooiiiiinnnn. 1509
show bgp ipv6 longer-prefixes (BGP4+only)............coivviviiiiit. 1510
show bgp ipv6 neighbors (BGP4+only) .......c.covvviiiiiiiiinnnnn., 1511
show bgp ipv6 paths (BGP4+only).......c.cooiiiiiiii i, 1514
show bgp ipv6 prefix-list (BGP4+only) ..o, 1515
show bgp ipv6 quote-regexp (BGP4+only)........coovviiiiiiiininn.. 1516
show bgp ipv6 regexp (BGP4+only). ..o 1517
show bgp ipv6 route-map (BGP4+only) .......c.coviviiiiiiiiiinnnn.. 1519
show bgp ipv6 summary (BGP4+only) ..., 1520
show bgp memory maxallocation (BGPonly) .................c.coiit 1521
show bgp nexthop-tracking (BGPonly)...........c.coiiviiiiiiiiinon.. 1522
show bgp nexthop-tree-details (BGPonly)..................coooiiia... 1523
ShOW DOOT. . .. 194
show bridgemacaddr ... 588
ShOW bridge. ..o e 586
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Show cellular . ... e 511

ShOW ClOCK . .. 322
show connection-log events ........ovviine i in it ienenns 3582
show connection-log events ........cc.viii i it 467
show counterdhcp-client. ... 3199
show counterdhcp-relay ..o 3200
show counterdhcp-relay ........coiiiiiin i i 3271
show counter dhCp-Server ... ....ou it e e 3204
show counteripv6 dhcp-client...........c.coiiiiiiiii i 3275
show counteripv6 dhcp-server ...... ..ot 3277
ShOW COUNTEr l0g . ..ttt e e et et 468
show countermail...... ..o e 3422
show counter ping-poll. ... e 3556
SHOW COUNtEr SNMP-SEIVET. .\ttt ittt ettt ie e e 3312
ShOW CPU NiSTOrY et e e et e e 327
] 0 1YV o o 11 324
show crypto key hostkey. .......cooviiiiiin e 3458
show crypto key mypubkeyrsa.........ccooiiiiiiii i 2499
show crypto key pubkey-chain knownhosts ...........................0. 1717
show crypto key pubkey-chain knownhosts ............................. 3460
show crypto key pubkey-chain userkey.................coooiiiiii, 3462
show cryptokey userkey. ... ..o 3463
show crypto pki certificates .........cooviiiii i 2500
show crypto pkienrollmentuser.........c.coviiiiiii i, 2502
show crypto pki trustpoint. ..o 2503
show ddns-update-method status ............ccooviiiiiiiiiiii ... 887
showdebugging 2fa........coiiiii 2477
showdebuggingaaa ... e 2333
show debugging antivirus ..o 3681
show debuggingatmfpacket.............ccoiiiii i 2818
show debuggingatmf ... 2817
show debuggingbgp (BGPonly)..... ..o 1524
show debugging dotTX . ..ot e 2135
show debuggingfirewall....... ... ..o 3590
show debugging igmp. ..ot e 1866
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show debuggingipdnsforwarding ..., 888

show debuggingippacket. ... 829
show debuggingipve ospf. ...t 1241
show debugging ipv6 pim sparse-mode.............cocviiiiiiiiiiinn.. 2046
show debugging ipve rip .....coveiii i 1068
show debuggingisakmp...........oooiii i 3826
show debugging 12tp. ..cooviii e 3932
show debugging lacp. ..o viii i e 690
show debugging linkmon. ... 1810
showdebugging lldp ... 3389
showdebuggingmld. ... 1905
show debugging MstP. ... v e e e 621
show debuggingnsmmecast ..o 1938
show debugging ospf ..o e 1147
show debugging pim sparse-mode .........ccoiiiiii i 1985
show debugging platform packet...........ccooiiiiiii i 542
ShoW debugging PPP. .« v i e 743
show debugging pppoeac ..ot e 771
show debugging radius. ..ot e 2387
show debugging rip ..o e 1035
show debugging snmp ... e 3316
show debugging traffic-control ............... ... o i 2087
show debugging trigger......coovriiiini i i e 3511
show debugging VIrp. ..o e 2546
show debugging web-control..............cooiiiiiii i 3715
show debugging wireless. ... ..ot 3029
show debugging ..o e 329
show dhcplease. . ..o e e e 3207
show diagnostic channel-group. ...t 691
show dotTx diagnostics. .. .ovu v e e 2139
show dotTxinterface ...........coooiiiiiiiiiiii 2141
show dotTx sessionstatistics ..........oeveiieiiiiiiiiniiiiiiii ... 2143
show dot1x statisticsinterface ............c.coiiiiiiiiniiiiiiin ... 2144
show dot1x supplicantinterface ............cccviiiiii i, 2147
show dotTx supplicant. ...... ...t 2145
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SNOW Ot T X, ottt e e 2136

ShoW dpi Statistics . ..ot e 3735
SHOW AP .ot e e 3733
SHOW BNty . .ot e 3621
show etherchanneldetail .............o i 693
show etherchannel summary ........ ..ot 694
show etherchannel ....... ... e 692
ShOW eXCepPtioN 10g. .ot e e 469
ShoW file SYStemMS . ..o e 198
ShOW file .o 197
show firewall connections limits config-check ........................... 3586
show firewall connections limits ...............o i i 3585
show firewall connections ........ ..o i 3584
show firewall rule config-check ............. ... i 3589
show firewallrule. ... ... o o e 3587
show firewall .. ... . 3583
show flowcontrolinterface. ... 543
Show hash. ... e 196
show hash. .. ... 2504
SHOW NiStOrY. .t i e e e e e 143
SNOW NOSES .« et e 889
show http client ... e e 156
show http client . ...t e e 1719
SHOW Nt D o e e e e 155
show interface (PPP) ... ..ot e 744
show interface brief..... ... i 498
show interface err-disabled ......... ..o 544
show interface memory. ...ttt e 330
show interface memory. ...t e 499
show interface Status ... ....ouiuiii ittt 501
show interface sWitChport ........coveiiii it 545
show interface tunnel (GRE)........ ..o 3872
show interface tunnel (IPseq)........oveviiuvii e 3827
show interface tunnel (IPV6). ... ..ottt 3989
show interface tunnel (L2TPV3).....ooiniini e 3948
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show interface tunnel (OpenVPN) ...t 3894

show interface. ... .. .ot 494
showipbgp (BGPONlY) ....oueniee e 1525
show ip bgp attribute-info (BGPonly) ..........coiiiiiiiiiiii .. 1526
show ip bgp cidr-only (BGPonly)..... ... 1527
show ip bgp cidr-only (BGPonly). ..ot 1720
show ip bgp community (BGPonly) ..........cooviiiiiiiiiiiii i, 1528
show ip bgp community (BGPonly) ... 1721
show ip bgp community-info (BGPonly)............. ..., 1530
show ip bgp community-list (BGPonly)............c.oooiiiiiiiiii .. 1531
show ip bgp community-list (BGPonly)...........c.cooiiiiiiiiiiininn.. 1723
show ip bgp dampening (BGPonly) .........coviiiiiiiiiii i 1532
show ip bgp dampening (BGPonly) ..., 1724
show ip bgp filter-list (BGPonly) ... 1534
show ip bgp filter-list (BGPonly) ... 1726
show ip bgp inconsistent-as (BGPonly)...............cooviiiiiiiinn.. 1535
show ip bgp inconsistent-as (BGPonly)...............coooiiiiii i, 1727
show ip bgp longer-prefixes (BGPonly)............ccoiiiiiiiiiiiniin... 1536
show ip bgp longer-prefixes (BGPonly)............ccoiiiiiiiiiiinian... 1728
show ip bgp neighbors (BGPonly) ..........coviiiiiiiiiiiiiii i 1537
show ip bgp neighbors connection-retrytime (BGPonly)................. 1540
show ip bgp neighbors hold-time (BGPonly) ............. ...t 1541
show ip bgp neighbors keepalive (BGPonly) .............cccoviiiine.. 1542
show ip bgp neighbors keepalive-interval (BGPonly) .................... 1543
show ip bgp neighbors notification (BGPonly)........................... 1544
show ip bgp neighbors open (BGPonly)..............coooiiiiiiinat. 1545
show ip bgp neighbors rcvd-msgs (BGPonly).......cooovvviiiiiininen.. 1546
show ip bgp neighbors sent-msgs (BGPonly).............c.cooiiiiiiin 1547
show ip bgp neighbors update (BGPonly)..............cooiiiiiiian, 1548
show ip bgp paths (BGPonly).........coovuiiiiiii e, 1549
show ip bgp prefix-list (BGPonly) ..., 1550
show ip bgp prefix-list (BGPonly) .........cooiiiiiiii e 1729
show ip bgp quote-regexp (BGPonly) ... 1551
show ip bgp quote-regexp (BGPonly)...........cooviiiiiiiiiiiiiiat. 1730
show ip bgpregexp (BGPonly)........coovviiiiiiiii it 1553
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show ip bgpregexp (BGPonly)........cooviiiiiiiiii i 1732

show ip bgp route-map (BGPonly) ... 1555
show ip bgp route-map (BGPonly) ..........cccviiiiiiiiii it 1734
showipbgpscan (BGPoNnly) .......ccovvriiiiiiii i 1556
show ip bgp summary (BGPonly) ...ttt 1557
show ip bgp summary (BGPonly) ...........c.co i 1735
show ip community-list........cooveiiiiin i i 1559
showipdhcpbinding. ..o e 3208
ShoW ip dhCp POOL. . . 3210
show ip dhcp serverstatistics .........cooviiiiiii i 3217
show ip dhcp server summary ........ooevriiiiiniiiniiiiiiineeens. 3220
showipdhep-relay ....... oo e 3215
showipdhep-relay ..o e 3279
show ip dns forwardingcache ...........coiiiiiiiiiiii e, 891
show ip dns forwarding server ..........ooiiiiiiiiiiiiii it eeennn. 893
showipdnsforwarding..........coovviiiiiiiiii i i 890
showipdomain-list. ... e 895
showipdomain-name. ...... ..ot i it 896
show ip extcommunity-list.........c.ooiiiiiiiii i 1560
show ip flooding-nexthops .........c.cooiiiiiiiiii e 830
showipforwarding.........coiiiiiiii i e e 831
ShOW P IgMP GrOUPS .o e ettt 1867
show ipigmpinterface ..........coiiiii i 1869
ShOW i igMP ProXy groUPS . . v v v vttt ettt e eaeeeeeen 1872
SNOW P IgMP PrOXY. « ettt e 1871
show ip igmp sSNOOPING MIOUTEr . ... vv vttt iie e 1874
show ip igmp snooping routermode ........ooviiiii i i, 1875
show ip igmp snooping source-timeout...........covviiiiiiiinninn.. 1876
show ip igmp snooping statistics..........cooiiiiii i, 1877
showipinterface vrf ... ... e 1737
showipinterface vif ... ..o e 833
showipinterface ... e 832
SHOW P MIOUTE. ..o e e e e 1939
SHOW P MV, L e 1942
SHOW I[P NAME-SEIVEY. . .ottt e e ettt aeans 897
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show ip ospf border-routers. ........covveiii it 1151

show ip ospf database asbr-summary ............ ...l 1154
show ip ospf databaseexternal .............ccciiiiiiiii i, 1155
show ip ospf databasenetwork ... 1157
show ip ospf database nssa-external ..................oiiiiiiiiiL. 1158
show ip ospf database opaque-area..............ccooiiiiiiiiiiiinn... 1160
show ip ospf database opaque-as.........cc.coiiiiiiiii i, 1161
show ip ospf database opaque-link. ...t 1162
show ip ospfdatabaserouter ... 1163
show ip ospfdatabasesummary ...t 1165
showipospfdatabase. ... 1152
showipospfinterface ... e 1168
showipospfneighbor...........coo i 1169
ShOW P OSPfroUte. ..o e e 1171
show ip ospfvirtual-links. ... 1172
SHOW P OSPf. ot 1148
ShOW P PbrroUte. ... e 1622
show ip pim sparse-mode bsr-router ..., 1986
show ip pim sparse-mode interfacedetail ................ccoiiiiiine.. 1989
show ip pim sparse-modeinterface ...t 1987
show ip pim sparse-mode local-members ..., 1990
show ip pim sparse-mode mroutedetail.......................c il 1993
show ip pim sparse-mode mroute. ..........cooeiiiiini i 1991
show ip pim sparse-mode neighbor..................coooiiiiaL 1995
show ip pim sparse-mode nexthop..............coooiiiiiiiiiii ... 1997
show ip pim sparse-mode packet statistics ..............cooviiiiiiii.. 1998
show ip pim sparse-mode rp mapping .......oovvviiniiiinniiineinennenns 2000
show ip pim sparse-moderp-hash ..., 1999
show ip prefix-list. . ... 1036
show ip prefix-list. . ... 1561
show ip protocols bgp (BGPonly) .....covvuiieiinii e 1563
show ip protocols ospf. ... e 1173
ShOW ip ProtocolS Fip ..o e 1037
show ip resolve-via-default ........ ... 974
showipripdatabase. ... 1039
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showipripinterface. ...t 1040

showipripvrfdatabase...........cooiiiiii i 1041
showipripvrfdatabase...........ccooiiiii i 1739
showipripvrfinterface........ccooiiiiii i 1042
showipripvrfinterface.........cooi i 1740
S OW P T et e e 1038
showiproutedatabase...........ooiiiiiiiii i e 1744
showiproutedatabase...........ooiiiiii i e 978
SNOW i rOULE SUMMAIY . ..ottt et 1747
ShOW ip roUte SUMMAIY . ..ottt et e e e eeaans 981
SHOW P rOUTE. ..ot e e i e e e 1741
SN OW P FOULE. L ottt e e e e e e e 975
SHOW P IPf e 1943
SHOW P SOCKETS. .ot e e 835
ShOW P traffic ..o 838
showipvrfdetail ... 1750
showipvrfinterface ... e 1751
SHOW P VI e 1749
show ip-reputation Categories ........ovev it in it ieenann, 3749
ShOW ip-repULatioN .. ..o e e e e e e 3748
show ips categoriesdetail...........ccoiiiiiiii i 3656
ShOW IPS CategOrIES. . vttt e e e e e 3654
SO S, ettt e i 3653
SHOW IPSEC COUNTEIS ..\ttt e e ettt a e 3829
SN OW IPSEC PEET .ottt e e 3830
ShOW iPSEC POLICY . .ttt e 3831
show ipsec profile ......coouiiiiriii i e 3832
SN OW IPSEC S, vttt e 3834
showipv6dhcpbinding ... 3282
showipvedhcpinterface ..ot i 3285
Show ipvb dNCP POOI ..o e 3287
SHOW PV ANCP ot e e e e 3281
show ipvb forwarding. ... e 955
ShOW ipPVB INterface. . ..o e e et 956
ShOW IPVO MIf Lo 1944
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ShOW ipVE MId GroUPS .. v ittt 1906

showipvb mldinterface .........co.vuiiiiii i 1907
show ipv6 mld snooping mrouter..........oovvviniii i iiinniienennens. 1908
show ipv6 mld snooping statistics.........covviiiiiiiii i i, 1909
SHOW PVO MIOULE ..ot e et ettt 1945
show ipv6 multicast forwarding.............ccoiiiiiiiii i, 1947
Show ipv6 Neighbors . ..o i e e e 958
show ipv6 ospf databaseexternal .............cooviiiiiiiiiiiiiiinns, 1245
show ipv6 ospfdatabasegrace............oooiiiiiii i 1246
show ipv6 ospf database inter-prefix ...t 1247
show ipv6 ospf databaseinter-router...............cooiiiiii i ... 1248
show ipv6 ospf database intra-prefix ..........coooiii it 1249
show ipv6 ospf databaselink................... i 1250
show ipv6 ospf databasenetwork. ..., 1251
show ipv6 ospf databaserouter............cooviiiii i, 1253
showipvb ospfdatabase. ... 1244
show ipvb ospfinterface..........ccooiiiii i 1258
show ipv6 ospfneighbor.......... ..o 1259
ShOW iPVB OSPF roUtE ..o\ttt 1260
show ipv6 ospf virtual-links .............co i 1261
SHOW IPVO OSPf .o 1242
ShOW ipVO Phrroute . ... e e 1624
show ipv6 pim sparse-mode bsr-router.............ccoiiiiiiiiiiiin.n, 2047
show ipv6 pim sparse-mode interfacedetail ......................ooll. 2050
show ipv6 pim sparse-modeinterface...............cocoiiiiiiiiiiin... 2048
show ipv6 pim sparse-mode local-members..............ccooviiiinnL. 2051
show ipv6 pim sparse-mode mroutedetail ...................... ... ... 2054
show ipv6 pim sparse-mode mroute .........ccovviiiiinneinnenennnns 2052
show ipv6 pim sparse-mode neighbor........................ooL 2056
show ipv6 pim sparse-mode nexthop ..., 2057
show ipv6 pim sparse-mode rp mapping ......co.ovveviiniiiinniiennennns. 2059
show ipv6 pim sparse-moderpnexthop...........cooviiiiiiii ... 2060
show ipv6 pim sparse-moderp-hash ..., 2058
show ipv6 prefix-list ... 1069
Show ipv6 prefix-list . ...o.ooiiin i e 1562
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ShOW ipV6 Protocols Fip . .oov i e e e e 1070

show ipv6ripdatabase .........ooiiii i e 1072
ShOW iPVB rip iNterface. . ..ot e et 1073
SR OW PV D ettt e e e e e e e e e 1071
ShOW iPV6 route SUMMATIY ... ettt e e e e eeaeen 961
ShOW iPV6 roUte SUMMAIY .. .v ettt ete e e e i i eneeenans 985
SHOW PV FOULE ot e e e e 959
SHOW VO FOULE ..ottt e e e ettt e iaas 983
ShOW iSaKMP COUNTEIS ..ottt e et 3835
show isakmp key (IPSEC) ......vneiii i e 3836
SHOW ISAKMP PN ..ttt e e e 3837
showisakmp profile ... 3838
SHOW iSaKMP Sa. ..ttt 3840
SHOW | 2tP SESSION. ..ot e e 3933
show 12tp tunnel config-check .......... ..o i 3939
show 2tptunnel ... i e 3935
SNOW 1aCP SYS-Id . ot 695
ShOW [aCP-COUNTEr. ... ot e ettt 696
ShoW Idap SErVer groUp. . ..o vt e e e 2364
show license external....... ... 263
show linkmon probe. ... 1811
show linkmon probe-history ... 1814
show lldp interface ......oovvirii i e 3392
show lldplocal-info. ... ..o 3394
show lldp neighborsdetail............coiiiiiiiii i e 3400
show lldp neighbors. ... e 3399
show Ildp statisticsinterface ..........ccovviiiin it 3406
Show Ildp Statistics . .ovvuenr i e e e e e 3404
SHOW . oot e 3390
ShOW l0Cation . ...c. o 3408
ShOW 10g CONFig .. onve e e e 472
show logexternal. ... ..o e 474
show log permanent. .......ouvii i et 475
SHOW lOg et e 470
show macaddress-table ......... ... i 546
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ShOW MaAC-Ir . e e e 589

ShOW Mall ..o e 3423
show malware-protection. .........coiiiiiiiiii i cii e 3666
show memory allocations. .........coouiiiii i i 334
Show memory history. . ... ..o e e 336
ShOW MemMOry POOIS . ...t e e 337
showmemory shared. ........cooiiii it i it 338
S OW M MOy ettt e e e e e e e e 332
show mirrorinterface. ... ..o e 522
SNOW MIITOT . . e 521
show natrule config-check ... 3643
Show natrule. . ... 3641
SOW Mt .t e 3640
ShoW NtP asSOCIAtioNS ... .oit i e e e 3303
show ntp counters assoCiations .........oveii i it 3306
SHOW NP COUNTEIS. .ottt e e et et ee e 3305
SHOW NEP STAtUS ..ttt e e e et 3307
show openvpn connectionsdetail. ... 3896
Show OpenvVPN CONNECLIONS. .. ..ttt e e 3895
show pbrrulesbrief ... ..o 1631
show pbrrulesbrief ... 1821
Show pbrrules. ... ..o e 1626
ShOW Phrrules. ... 1816
Show PING-POll ... e 3558
show platform port. ... ..o e 550
show platform. . ... 548
show portetherchannel ..., 697
show pppoe-ac config-check. ........cooiiii i 772
ShOW PPPOE-ac CONNECLIONS ..ottt e e it et i e 774
Show PPPOE-aC StatistiCS. .. vvv et i 776
ShOW PHIVIIEgE. oot e e e e e e 247
SO PrOCESS . ottt ettt e e e e e e e e 339
show proxy-autoconfig-file ... 2275
show radius dynamic-authorization counters.....................oouene. 2391
show radius local-server group. .....ov v in i in i iieeeene e 2427
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show radius local-servernas ........oouiiiiiiiii e, 2428

show radius local-server statistics ...........c.covuiiiiiiiniiiiiininenn.n. 2429
show radius local-serveruser............cooviiiiii i 2430
ShOW radius SErVer groUP ... vv ittt e et i e e e eeananns 2334
SNOW radilus . .ot e 2388
Show reboot history . ..ot e 341
SNOW FESOUICE. ..ttt ettt 265
ShOW rmon alarm . . ... 3432
SNOW MMON BVENT. ..ottt e 3433
ShOW rmoNn hisStory. .....oii e e 3435
ShOW rmon Statistics . . ..o v et e 3437
0] 0101V oYU (= 110 T o 1564
SN OW FOUL - M. . ottt i et et et 1611
ShOW roUter-id. . ..o e 342
show running-config antivirus ...ttt iiii e 3682
show running-configatmf ........ ... .o i 2819
show running-config dpi.......ovii i e 3737
show running-configfirewall............ ... o i 3591
show running-configinterface ... 203
show running-config ip-reputation..............cooiiiiiii i en.. 3751
Show runNing-configips .. ..o vir i e 3658
show running-config 12tp-profile. ... 3941
show running-config 12tp<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>